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THE CITY OF NEW YORK
OFFICE OF THE COMPTROLLER
BRAD LANDER

December 16, 2025
To the Residents of the City of New York:

My office audited the Department of Investigation’s (DOI) background investigations for City employees.
The objective of the audit was to assess the effectiveness of DOI’s background check processes in ensuring
that any adverse information that could bear on the suitability of candidates to hold positions of public trust
was identified in a timely manner.

The audit found that there was a backlog of background investigations and that DOI was not effective in
eliminating it in a timely manner. Backlogged investigations were pending an average of 5.7 years, and in
some cases, these delays meant that individuals with adverse findings were hired and served in positions of
trust while investigations were still pending. The audit also found that DOI does not make recommendations
regarding the suitability of appointments and does not track hiring decisions made by agencies when adverse
information is found. In addition, DOI has not established written timeframes for backlog, expedited, or
priority investigations; did not conduct periodic reviews to ensure that agencies submitted applications for all
required candidates; and did not ensure that background packages were submitted on time.

DOTI’s oversight of the background investigation process needs improvement. Sixty percent of reviewed files
lacked required documentation or evidence of completed steps. Lastly, DOI did not ensure that fingerprints
were consistently removed from files.

The audit makes 12 recommendations, including that DOI consider providing guidance to agencies regarding
the impact of adverse information on suitability of appointments; consider tracking whether candidates are
retained or terminated; establish written timeframes for backlog, expedited, or priority investigations; verify
that agencies submit all required candidates; consider tracking appointment dates to ensure background
applications are submitted on time; require the use of checklists to ensure all investigation steps are
completed; and ensure the timely removal of fingerprints from agency records.

The results of the audit have been discussed with DOI officials, and their comments have been considered in
preparing this report. Their complete written response is also attached to this report.

If you have any questions concerning this report, please e-mail my Audit Bureau at
audit@comptroller.nyc.gov.

Sincerely,

$aCan

Brad Lander
New York City Comptroller

DAVID N. DINKINS MUNICIPAL BUILDING ¢ 1 CENTRE STREET, 5TH Floor ¢ NEW YORK, NY 10007
PHONE: (212) 669-3500 * @NYCCOMPTROLLER
WWW.COMPTROLLER.NYC.GOV
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Audit Impact

Summary of Findings

At the start of the audit scope period—which runs from July 1, 2022 through December 31, 2024—
the New York City Department of Investigation (DOI) had a backlog of 2,720 background
investigation cases. During the scope period, it reduced this backlog by 1,060 cases. As of
October 16, 2025, a backlog of 22 cases remained.’

The audit found that after July 1, 2019, DOI's processes were effective in preventing the
accumulation of a new backlog and that DOI is meeting the 180-day timeframe to complete current
investigations.

Although DOI publicly acknowledged the existence of the case backlog and has developed a plan
to reduce it, the agency took a long time to address it. DOI's processes have not been effective
in promptly eliminating the backlog of cases—backlogged investigations closed during the audit
scope period were pending for an average of 5.7 years, with delays ranging from three to eight
years.? The audit also found that 40% of all cases closed during this period were administratively
closed because the subject of the investigation had already left City service or retired. In some
cases, the delay also meant that individuals with adverse findings had been hired and served in
positions of trust while background investigations were still pending.

DOlI’s internal policy is not to make recommendations regarding the suitability of appointments
based on background investigations, and it does not track hiring decisions made by agencies,
even when adverse information is identified. These represent potential weaknesses. During the
Exit Conference, DOI objected strenuously to this finding, stating that the audit team has
fundamentally misunderstood DOI's role. Although Mayoral Executive Order 16 does not require
DOl to perform these tasks, the result is a gap in oversight. DOI has not offered general policy
guidance to hiring agencies concerning how they should weigh investigative findings, does not
offer any recommendations concerning individual investigative findings, and conducts no central
monitoring to assess whether agencies make prudent decisions when adverse information is
found and shared.

In addition to the above, the audit also found that DOI’s oversight of its background investigation
process could be improved. Sixty percent of the files reviewed by the auditors were missing

" Following the issuance of the draft report and receipt of DOI's response to the report, DOI informed the Office of the
Comptroller that all remaining backlogged cases have been resolved as of December 15, 2025.

2 “Pending” indicates the background investigation package was received but the investigation was not initiated or was
initiated but not completed.
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required documents or lacked evidence that required steps were taken.® DOI’s processes for
timely completion of investigations are currently unsupported by formal written timeframes for
completing expedited, priority, or backlogged investigations once they are initiated. DOI does not
conduct periodic reviews to ensure agencies are submitting required individuals for background
checks and does not track whether agencies are submitting background packages in a timely
manner. Lastly, DOI does not ensure fingerprints are consistently removed from files, as required
by the New York State Division of Criminal Justice Services.

Intended Benefits

The audit determined to what extent background investigations are completed before individuals
begin their new positions, as well as the primary reasons for the backlog and the strategies to
eliminate it. The audit also identified a need to improve DOI’s background investigation process.

3 From a sample of 65 files, auditors removed 15 administratively closed investigations.
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Intfroduction

Background

DOl is New York City’s independent inspector general, serving as a nonpartisan watchdog for the
City government and conducting oversight of dozens of Mayoral and non-Mayoral agencies and
over 300,000 City employees. DOI staff consists of inspectors general, investigators, attorneys,
forensic auditors, computer forensic specialists and administrative personnel. Mayoral Executive
Order 16 (July 26, 1978), as amended by Mayoral Executive Order 72 (April 23, 1984), requires
DOI to conduct background investigations of City employees who are appointed to or employed
in positions of responsibility in Mayoral agencies, as defined in the criteria listed below.* According
to DOI, the purpose of these investigations is for the appointing agency to determine whether the
appointee has the appropriate qualifications, is free from actual or potential conflicts of interest,
and is someone the public can trust.®

According to City Council testimony from DOI’'s Commissioner in February 2020, the purpose of
a DOI background investigation is to identify any adverse information that may affect a candidate’s
suitability to hold a position of public trust. This requirement applies to both individuals entering
City service and to current employees promoted to certain positions of responsibility, such as
authority to enter into financial agreements or negotiate and approve contracts, and others, as
outlined below.

DOI's Background Investigation Unit (BIU) is the office responsible for conducting background
investigations. Candidates who fall into at least one of the following categories established by DOI
(according to the March 13, 2020 background investigation criteria) are required to undergo a
background check:

e City employees who earn more than $125,000 annually;
o Members of the Management Pay Plan level M4 or higher;

e All employees—regardless of civil service status—who have the authority to enter into
financial agreements valued at $10,000 or more, and those who have authority to

4 Certain non-Mayoral agencies have a Memorandum of Understanding with DOI to conduct background checks of
their employees.

5 DOI does not conduct background investigations for Department of Education teachers, School Construction Authority
employees (with the exception of the Inspector General), City Council Members, New York City Police Officers, or
uniformed officers from the Department of Correction, Department of Citywide Administrative Services, New York City
Fire Department, and Department of Sanitation. These agencies conduct their own background investigations. In
addition, elected officials are not required to undergo a background check.
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negotiate, authorize, or approve contracts, leases, franchises, revocable consents,
concessions, or applications for zoning changes, variances, and special permits;

e All employees—regardless of civil service status—whose regular duties give them
administrator-level access to digital security systems established to prevent the
unauthorized use of City networks, computer systems containing confidential City
information, or electronic systems used for the handling of negotiable instruments; and

o All employees—regardless of civil service status—assigned to DOI.

In addition to the criteria above, City agencies may request a background investigation for an
employee holding a position of trust within their agency. A background investigation is not required
for City employees who have already undergone one within the last five years and have
maintained continuous City service.

The Mayor’s Office compiled a Boards and Commissions Guidebook that specifies which boards
and commissions require background investigations.®

Based on the hiring agency’s discretion, job candidates requiring DOI background investigations
are generally hired or promoted before a required background investigation is completed.
Exceptions include judicial appointments, DOI hires, appointments requiring City Council
confirmation, and cases in which an agency chooses (at its discretion) to delay the appointment
until the investigation is complete. DOI indicated that agencies may also vet candidates.

For DOI prospective hires, DOI conducts investigations in two phases. Phase One includes
fingerprinting, verification of current employment, an attempt to verify past employment, a check
of BIU’s internal database, a Google name search, social media review, and a review of the
Payroll Management System. Phase Two includes any outstanding verifications from Phase One
and additional checks that may include motor vehicle registration, parking summonses, and if
applicable, a credit report.

Candidates are not given a start date until successfully completing Phase Two. This two-phase
process is designed to provide preliminary clearance for DOl internal hires as quickly as possible,
allowing DOI to decide on hiring candidates sooner, unlike other agencies, which may onboard
employees while background checks are ongoing.

According to a Memorandum issued by DOI's Commissioner to Mayoral agency heads and
personnel directors on March 13, 2020, City agencies are responsible for identifying candidates
who meet the criteria for a background investigation and submitting a complete package to DOI
within 30 days of promotion or hiring. If an agency is unsure whether a candidate meets the
criteria, it may contact DOI for guidance.

6 This document dates back to 2013 and many of the individuals listed are no longer in their positions; however, DOI
indicated that it is the most recent version.
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The package must include the Background Investigation Questionnaire (BIQ), Terms and
Conditions of Appointment Form, Authorization to Release Information Form, Stop Credit
Discrimination in Employment Act (SCDEA) Compliance Form, and if necessary, the Fair Credit
Reporting Act (FCRA) Compliance Form and a Financial Background Investigation Questionnaire
(FBIQ).” Once received by BIU, the package is reviewed for completeness and to confirm that a
background investigation was not completed for the person within the last five years. The
Background Investigation Checklist is used by BIU's administrative assistant to verify that all
necessary documents are included upon receipt. The assistant contacts the referring
agency/entity if items are missing. If the package is complete, the investigation is opened in BIU’s
Background System and assigned to an investigator.®

According to DOl officials, DOI's timeframe for completing routine investigations is less than 180
days (approximately six months).® In addition to routine investigations, referring agencies may
request that some investigations be completed in a shorter time period. DOI indicated that the
general estimate for priority investigations is 45 days and 90 days for expedited investigations.°
Background investigations are prioritized for board and commission members, senior-level
appointments made by City Hall, DOI employees (paid, unpaid, and on-loan), and City marshals.
Agencies may also request an expedited investigation when a case is considered sensitive or
requires faster processing time than a routine investigation.™

Mayoral Executive Order 16 states that if an individual provides intentionally false or misleading
statements in connection with a background investigation, or does not comply with the
background investigation procedures, they may be removed from office or employment or face
other appropriate penalties.

An investigator begins the process by reviewing the submitted documents for any potential
concerns. The investigation includes but is not limited to a review of the following:

¢ Background Investigation Questionnaire (BIQ): The BIQ is completed by the candidate
and serves as the main source of disclosure. It includes personal information,
driving/motor vehicle record, education, professional licenses, employment history,
military service, criminal history, business affiliations (including sources of income, net
worth, assets, liabilities), tax information, conflicts of interest, and political party positions.

7 Not all candidates require a financial background investigation. The SCDEA form is completed by the referring agency
and indicates whether a review of an employee’s consumer credit history can be conducted and reported to hiring
agencies as part of DOI’s financial background investigation.

8 In February 2025, the Background System was replaced by Kaseware.

9 DOI does not have any written internal policies and procedures identifying an established timeframe for routine
background investigations. According to the Mayor's Management Report, DOI conducts routine investigations within
six months.

0 If an incomplete package is received by BIU, the timeframe will not commence until the pending documents are
received and the case is “opened” in the Background System.

" Per DOI officials, expedited investigations are rarely conducted. Based on a review of 5,082 investigations closed
between July 1, 2022 through December 31, 2024, only 174 (3%) were expedited cases. DOI indicated that this is no
longer a designation in DOI's new system Kaseware.
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o Employment/Work History: Employment is verified by confirming titles, dates,
disciplinary history, and type of separation, through contact with prior employers. BIU also
utilizes The Work Number, a database that provides access to many private and
government employment records. In addition, BIU has access to the City’s Payroll
Management System (PMS) for most City employment information. '

o Education: Verification is typically conducted through the National Student Clearinghouse
(NSC). Foreign education is verified by sending an email or letter directly to the school.
GED verification is performed through New York State’s public website or by contacting
the high school directly.'

e Licensure: BIU verifies professional licenses are in good standing through relevant
licensing boards, such as the New York State Office of the Professions for medical and
engineering licenses. DOI checks attorney credentials and standing with the New York
State Bar Association.

¢ Criminal History: Candidates are fingerprinted by IDEMIA, the sole-source vendor
contracted by the New York State Division of Criminal Justice Services (DCJS) to process
fingerprints for criminal record checks.

¢ Credit/Judgment: The referring agency completes the Stop Credit Discrimination in
Employment Act (“SCDEA”) Compliance Form to determine whether a financial
background investigation is required for the candidate. If a candidate meets the criteria,
they must complete and submit a Fair Credit Reporting Act (FCRA) Compliance Form
release and a Financial Background Investigation Questionnaire (FBIQ).' DOI contracts
with Command Credit to retrieve credit reports via Experian.

e DMV Vehicle Violations: As a standard practice, driver's licenses are verified for all
candidates through the New York State Department of Motor Vehicles (DMV), and out-of-
state licenses are checked via eJusticeNY.

e Taxes: With a signed tax release from the candidate, BIU can access records from the
New York State Department of Taxation and Finance.

¢ Social Media: BlIU requests candidates’ usernames for social media accounts and makes
efforts to validate internet-based social media information as part of the hiring process.

BIU also conducts additional checks, including confirmation of military service, reviews of DOI’s
Case Management system, checks for any DOI Inspector General cases, and searches using
Google and LexisNexis. ™

DOl uses five closing dispositions for background investigations:

o No Adverse: Investigations closed with no adverse findings.

2 Employees of Health+Hospitals and the Economic Development Corporation are not in PMS.
3 DO stated that education is not verified for DOI interns.

14 DOI indicated that SCDEA forms are not required for DOI interns or DOI legal fellows.

5 As of October 2023, DOI discontinued the use of LexisNexis for background investigations.
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Criminal History: Investigations closed with the identification of criminal history. Not all
criminal history is reportable. Pursuant to Executive Law § 296(16), Criminal Procedure
Law §§ 160.5 (1) and 160.55, New York City Administrative Code 8-107 (10), (11), and
(11-a-b) and Corrections Law Article 23-A, if DOI is prohibited from reporting a criminal
disposition, the applicant is not required to disclose information pertaining to that
disposition (or a related arrest or criminal accusation).

Other: This disposition serves as a “catch-all” category used when findings do not fit into
any of the other classifications. It may include cases where substantial debt or adverse
financial information is identified; education credentials are inconsistent with what was
reported or cannot be verified; adverse social media activity is found; work history
inconsistencies are identified; residency requirement has not been met; the individual is
the subject of an open Inspector General investigation; or a family member is employed
by the City, etc.

Administrative Closing: Investigations are administratively closed when a candidate is
no longer in City service (due to retirement, resignation, or termination) or when the
candidate no longer meets the criteria.

No Terms & Conditions: This disposition is applied when a candidate is not cooperating
with an investigation. According to DOI, this disposition is rarely used, and auditors
identified only one investigation closed as “No Terms & Conditions” during the audit scope
period.

DOI categorizes Background Investigations into two timeframes: those received before July 1,
2019 (referred to as backlogged cases) and those received on or after July 1, 2019 (referred to
as current investigations). Table 1 below shows the closing dispositions for the 5,082 background
investigations closed between July 1, 2022 and December 31, 2024, for both backlogged and

current

investigations.

Table 1: Background Investigations by Closing Type

Number of Number of Total Number of
Closing Type Backlogged Current s
T ... Investigations
Investigations Investigations

Other 325 2,227 2,552

No Adverse 273 1,397 1,670
Administratively Closed 429 282 711
Criminal History 32 116 148

No Terms and Conditions 1 0 1

Total 1,060 4,022 5,082
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Investigations are generally reviewed by a DOI supervisor. However, if an investigation yields no
findings, senior investigators are permitted to self-review and close the case without supervisory
review. Once an investigation is complete, BIU prepares a findings letter which is sent to the
referring agency. The Director or Associate Director review findings letters that contain more
complex or significant adverse findings, and in cases involving criminal history, the letters are also
reviewed by the General Counsel’'s Office.

The findings letter includes a general statement that appointment decisions are the responsibility
of the appointing agency or entity, not DOI. It notes that nothing in the letter should be construed
as an endorsement or approval by DOI of the candidate’s appointment and that DOI does not
make recommendations regarding whether the candidate should be retained or terminated. DOI
does not follow up with the agency to determine whether the candidate was retained or
terminated.

DOI reports on both backlogged and current investigations in the Mayor’'s Management Report
(MMR)." The MMR indicates that the goal to complete current background investigations is 180
days; however, no goal was indicated for completing investigations received prior to July 2019
(cases in the backlog). According to the 2024 MMR, DOI completed 1,712 (99%) of the
background investigations received during FY2023 within 180-days of receipt. The MMR further
states that at the end of FY2023, a backlog of 729 cases remained open. In FY2024, DOI
completed 1,714 (99%) background investigations within the target timeframe and reduced the
backlog to 360 cases.

Objective

The objective of this audit was to determine whether DOI adequately conducts background
investigations to ensure that any adverse information bearing on the suitability of candidates to
hold positions of public trust is identified in a timely manner.

Discussion of Audit Results with DOI

The matters covered in this report were discussed with DOI officials during and at the conclusion
of this audit. An Exit Conference Summary was sent to DOl on September 23, 2025, and
discussed with DOI officials at an exit conference held on October 6, 2025. On November 6, 2025,

6 DOI reports in the MMR the number of backlogged investigations closed, the number of current investigations closed,
and the percentage of current investigations closed within six months.
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we submitted a Draft Report to DOI with a request for written comments. We received a written
response from DOI on December 4, 2025.

In its response, DOI agreed with four recommendations (4, 8, 10 and 11) and disagreed with the
remaining eight recommendations.

DOI’s written response has been fully considered and, where relevant, changes and comments

have been added to the report. The full text of DOI’s response is included as an addendum to this
report.
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Detailed Findings

DOI Accumulated a Backlog of Over 6,400
Background Investigations by July 1, 2019

According to the MMR, in Fiscal Years 2018 and 2019 DOI set an average target of 300 days to
complete background investigations (measured from the date of receipt) and aimed to close 60%
of investigations within 12 months. However, the figures reported in the MMR for these two fiscal
years show that DOI’'s average timeframes far exceeded its goal, with delays averaging 533 days
in 2018 and 605 days in 2019. In addition, only 39% of investigations in 2018 and 40% of those
received in 2019 were closed within 12 months. As of July 1, 2019, DOI had accumulated a
backlog of 6,479 background investigations pending completion. However, no new backlog cases
were created after July 1, 2019.

According to DOI, the primary reason for the backlog was staffing shortages, which were
exacerbated in 2015 and in subsequent years by increased City hiring, which also increased the
volume of required background investigations. In the 2016 MMR, DOI reported that staff
shortages, combined with an increased volume of investigations, resulted in fewer investigations
being closed within 12 months. In testimony before the City Council in March of 2019, DOI officials
indicated that while DOI had historically carried some backlog, it had grown to 1,900 by 2016 and
continued to grow as case numbers increased. According to testimony, DOI received an average
of 236 new investigations each month during FY2018 but was only able to close an average of
193 of these. The backlog increased by roughly 42 investigations per month during this period.

Pending Backlogged Investigations Remained Open for
Almost Six Years

According to DO, its goal for completing new background investigations is 180 days. This goal
was not applied to the backlog. The backlog grew to 6,479 investigations by July 1, 2019, before
DOI began reducing it. DOI reduced the backlog by 5,902 cases between FY2020 and FY2024.

For the 1,060 backlogged investigations closed between July 1, 2022 and December 31, 2024,
the average completion time was 5.7 years (calculated from the open date to the closed date),
with delays ranging from approximately three to eight years. Eleven investigations remained
pending for over eight years, involving the following titles:

e Computer Specialist
e Computer Associate (Operations)
e Computer Systems Manager
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Associate Executive Director (Hospitals)
Administrative Public Information Specialist
Criminalist Assistant Director of Laboratory
Telecommunications Manager

Senior Estimator (General Construction)

If the goal of background investigations is to limit the risk associated with hiring individuals with
potentially problematic findings, then identifying these years after they have already been hired
arguably defeats the purpose. For example, Computer Systems Managers have access to and
decision-making over Information Technology and potentially manage the day-to-day activities of
a large computer operation, and Computer Specialists oversee the implementation and
maintenance of various systems. These positions allow access to critical systems which may
contain confidential City information and may provide insight into IT security system weaknesses.

Individuals with Criminal Histories or Other Adverse Findings
Not Identified Promptly Due to Backlog

As part of the background investigation process, DOI is required to check for criminal history or
other adverse information. Although not all criminal history is reportable, based on applicable
laws, DOI's policy summarizes the criminal history that is both reportable and not reportable.'”
Based on a review of DOI’s investigation case files, auditors found evidence of criminal history in
27 of 30 sampled files, including petty larceny, driving while intoxicated, attempted criminal
possession of a controlled substance, and aggravated unlicensed operation of a motor vehicle.®
These 27 investigations were pending in the backlog an average of 2,182 days (almost six years)
to the close date, ranging from 1,221 days (over three years) to 3,022 days (over eight years).?
Once opened, the average time to complete the investigations was 498 days, ranging from 22
days to 1,428 days (almost four years).

During this period, there were 325 backlogged investigations closed with a disposition of “Other,”
which means that the related investigations may have identified adverse information. These were
pending in the backlog for an average of 2,214 days, ranging from 1,151 days (over three years)
to 3,073 days (over eight years). On average, it took DOI 406 days to complete these
investigations, ranging from zero days to 2,645 days (over seven years).

7 Based on applicable laws, if DOI is prohibited from reporting a criminal disposition, the applicant is excused from
disclosing information pertaining to that disposition (or a related arrest or criminal accusation). For example, convictions
of marijuana possession in small amounts are no longer reportable but driving while impaired/intoxicated is reportable.
8 For three of those investigations, the closing dispositions were incorrectly listed as “criminal history” in the
Background System—auditors found no evidence of criminal history in the files, and the findings letters did not indicate
a criminal history.

9 The “open” date runs from the date DOI received completed applications.
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Auditors also found one backlogged investigation was closed with a disposition of “No Terms &
Conditions of Appointment” due to the applicant's failure to cooperate with the investigation. A
review of the data and the hardcopy file showed that the time between the creation date and
closing date was over seven years. When this individual’s investigation was finally opened, the
individual did not respond to inquiries from DOI investigators and delayed completing
requirements of the background investigation. The agency ultimately terminated their employment
eight years after the background investigation was submitted to DOI. This individual’s position
had granted them potential access to multiple critical systems and City data during the seven
years of employment before DOI opened its investigation.

The purpose of conducting background investigations is to identify adverse information that could
bear on the suitability of a candidate. These investigations gather information on issues such as
tax compliance, arrests or convictions, accuracy of a candidate's reported work history and
educational background, potential conflicts of interest, and, where legally appropriate, financial
vulnerabilities that could make a candidate susceptible to bribery or extortion. When background
investigations are not conducted in a timely manner, DOI does not meet its mandated mission to
screen all sensitive and high-level City employees. This increases the risk that unsuitable
candidates are employed in positions of trust.

40% of Backlogged Investigations Were Administratively
Closed

DOI administratively closes background investigations when an individual has retired, resigned,
or been terminated while the investigation was pending. This not only means candidates referred
for background investigations were hired before they were completed, but also that they had
already departed City service before it was complete.

Of the 1,060 backlogged investigations closed between July 1, 2022 and December 31, 2024,
429 (40%) were administratively closed within an average of 158 days, ranging from zero to 2,282
days (over six years) after the start of the investigation. In these instances, investigators need
only review the City’s Payroll Management System (PMS) to see if the individual is still employed
by the City or, for certain employees who are not in PMS, to confirm their employment status with
the agency. This accounts for the relatively low average processing time. The average processing
time for the remaining 60% was 347 days.

It also highlights a missed opportunity in working through the backlog. Had DOI checked all
backlog cases as of July 2019, and each year thereafter, to make sure the applicants were still
employed before beginning work on them, they may have eliminated many backlog cases much
earlier.
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DOI’s Strategies Have Reduced, but Not Timely Eliminated,
the Backlog

As stated above, as of July 1, 2019, there were 6,479 backlogged investigations. DOI has
employed several strategies to tackle this backlog, such as restructuring the background
investigation team and implementing new policies. Although these changes have significantly
reduced the backlog and prevented new cases from accruing, they have not timely eliminated it.

In late 2018, the Background Unit was reorganized into four teams:

e Team One (Intake Team) conducted an initial review of applications to assess if there
were any that should be expedited due to red flags.?°

¢ Team Two (Expedite Team) finalized applications with identified red flags.

o Teams Three & Four (Routine Teams) processed routine applications in the order they
were received.

This four-team reorganization lasted less than a year from late 2018 until July 1, 2019, when DOI
created the Background Attack Team (BAT). Over time, DOI has temporarily redirected staff
resources to the Background Investigation Unit (BIU) and created a three-month rotation in BIU
for newly hired investigators. In addition, existing DOl administrative staff from other parts of the
agency were assigned BIU tasks, such as labeling and filing, to help advance the Unit's efforts to
complete and close background investigations.

DOl created BAT to focus specifically on background checks received prior to July 1, 2019. BAT
successfully reduced the backlog of 6,479 investigations to 759 by February 2023, at which point
BAT staff were merged with (and backlog cases reverted to) BIU. As of February 2025,
backlogged cases are assigned to one supervisor and two investigators with 184 remaining
investigations.

DOI also requested 13 additional positions for BIU, and new funding for 10 of the 13 positions.?!
The request included 10 investigators, two supervisors, and one administrative assistant.
According to DOI, these positions were all filled by February 2020, bringing the total budgeted
staff count to 32.%

20 Red flags include information the investigator believes may result in finding adverse information (e.g., criminal history,
Inspector General investigations, etc.).

21 Three of the positions were self-funded by DOI.

22 According to documentation provided by DOI, as of October 2025, the number of budgeted staff has decreased to
23.
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In March 2020, DOI updated its criteria so that candidates with salaries below $125,000 no longer
required a background check.??

During this period, DOl made good progress; during FYs 2020 and 2021, it closed 3,759 of the
6,479 (58%) backlog cases. However, progress continued at a slower pace, as reflected by the
decreasing number of cases closed each year from FY2022 through FY2024, and as shown
below in Chart 1. After FY2022, the pace of closed investigations slowed considerably, with only
700 cases closed over the next two fiscal years—less than half of the number closed in FY2022.

Chart 1: Number of Backlogged Investigations Closed by Fiscal Year
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The then-DOI Commissioner testified before City Council in March of 2022 that DOI expected to
complete the remaining backlog of 5,122 investigations by September 2023. However, by the
close of FY2024, 360 (7%) cases remained, and as of February 2025, 184 (4%) applications were
still in the backlog. DOI told auditors that the target was not met primarily because of staffing
challenges (i.e., hiring and retention) and that it is aiming to complete the backlog by the end of
2025. As of October 17, 2025, DOI reported that 22 (less than 1%) of the backlog remained.

DOl officials indicated that the estimate for completing the backlog was based on the available
resources at that time. They noted that there is currently a “two-for-one” hiring freeze in place,

23 When asked, DOI was unable to provide the number of candidates that were removed from the backlog due to the
change in the salary criteria from $100,000 to $125,000.
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and that BIU experienced staff attrition.?* Auditors compared staffing levels and found that BIU
had 25 staff in January 2022; this had decreased to 17 staff by October 2024, so staffing levels
decreased over time.

Despite its reduced resources, DOI has been successful in preventing the accumulation of a new
backlog. From July 1, 2022 through December 31, 2024, DOI completed 99% of the routine
background investigations it received in under 180 days.

DOI Does Not Make Recommendations
Regarding Suitability of Appointments or Follow
Up on Hiring Dispositions

According to Executive Order No. 16, Section 7 Background Investigations, the appointment or
employment of any person requiring a background investigation requires the completion of an
investigation and a determination by the appointing authority that the appointee has the
appropriate qualifications, is free from actual or potential conflicts of interest, and is one in whom
the public trust may be placed.

DOI does not assess the suitability of a candidate or make any recommendations to hiring
agencies concerning whether a candidate should be retained or terminated. The findings letters
issued to agencies state that nothing within the letter should be construed as an endorsement or
approval by DOI of the candidate’s appointment, and that DOI does not make recommendations
as to whether the candidate should be retained or terminated.

DOl stated that it functions solely as a fact-finding body and that the final decision rests with the
agency. A DOI official also stated that this approach is consistent with applicable mayoral
executive orders and legal requirements, including the City’s Fair Chance Act, which prohibits
automatic disqualification of applicants based on criminal history. However, the Fair Chance Act
also states that employers may terminate employees based on criminal history if there is a direct
relationship between the alleged or convicted crime and the job, or if employing the person poses
an unreasonable risk to people or property.

DOlI’s practice of not making recommendations poses a potential risk to the City, especially in
instances when nepotism may be a factor, or when an agency disregards significant negative
findings identified by DOI, and/or in the face of non-cooperation or failures to disclose requested
information.

24 The City’s “two-for-one” hiring policy states that an agency may only hire one new employee for every two that leave
City service.
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Red Flags Were Identified but Not Acted Upon for Certain
High-Level Candidates

In two instances, agencies appointed candidates to high-level positions despite the identification
of red flags during their background investigations.

In one case, a candidate appointed to a high-level position did not identify any prior disciplinary
actions when asked about their disciplinary record. However, DOI found that this candidate had
multiple instances of past disciplinary action of a serious nature in the record. DOI’s investigation
was closed with a disposition of “Other.” The individual retained their position and was later
promoted to a higher title. At that time, another background investigation was not required
because the promotion occurred within five years of the prior background investigation.

In another case, a former senior official had multiple findings stemming from multiple omissions
and unanswered and incorrectly answered questions throughout the background investigation.
This included questions related to misconduct, involvement in a prior criminal case, and past
involvement with a private company. The candidate did not respond to follow-up inquiries from
DOI’s investigator and the investigation was escalated. Based on the failure to cooperate with the
investigation, according to DOI’s policy, the investigation should have been closed as “No Terms
& Conditions of Appointment,” which DOI uses when an applicant does not cooperate. Instead,
this investigation was closed with a disposition of “Other.”

DOI Does Not Track Whether Candidates are Retained or
Terminated When Adverse Information is Identified

As stated above, City employees are generally hired prior to the completion of a background
investigation, with a few exceptions. DOI presents its findings to the referring agency via a findings
letter. However, DOI does not track whether candidates with adverse information are retained by
agencies.

The auditors reviewed current PMS records for 18 candidates (excluding nine H+H candidates
who are not in PMS) to determine whether candidates with identified criminal histories or no terms
and conditions retained their positions. As of June 11, 2025 (the date of the PMS review), 15 of
the 18 candidates were still employed by the City and one candidate had retired. The remaining
two candidates were dismissed or terminated:

¢ One candidate was dismissed over five years after their investigation was opened. The
individual had prior criminal history. It is unclear whether the dismissal was tied to DOI’s
investigation because the dismissal occurred more than a year after the investigation was
completed. This individual held this position for over three years before the background
investigation was completed.
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e One candidate was terminated eight years after their background investigation was
submitted to DOI. The investigation was closed after the individual did not cooperate with
DOI and the individual did not approve any terms and conditions placed on their
appointment. DOl documented a prior criminal history for the candidate. This individual
held this position for over seven years before the background investigation was
completed.
DOI continues to disagree with the findings above and related recommendations. In its response
to the draft, DOI reiterated its position that agencies should make their own decisions. The audit,
however, does not recommend that DOl make decisions for agencies, but merely that DOI provide
useful guidance to agencies and track outcomes to ensure the City is safeguarded as it should
be, based on adverse findings from background investigations. As things currently stand, no
guidance concerning how agencies should evaluate findings exists; no recommendations are
provided, even when very serious findings are found; and nobody tracks whether agencies have
onboarded or maintained candidates and employees, even if very serious risks are identified.

DOI’s Oversight of the Background Investigation
Process Needs Improvement

60% of Sampled Files Lacked Documents or Evidence of
Completed Steps

DOI maintains hardcopy files containing investigation documents, including the BIQ and other
documents submitted by the agency and the candidates, evidence of searches, and the findings
letter. Of 65 sampled background investigations, 15 were administratively closed and an
investigation was not completed.?®

Of the remaining 50 sampled files, 30 (60%) were missing required documents or evidence that
certain investigation steps were performed. The details are as follows:

e 26 files did not have a resume which is required to be submitted along with the BIQ for
employment checks; however, DOI indicated that employment history is requested on the
BIQ and used to verify past employment.

o Eight files were missing evidence of a current federal tax release form. Therefore, DOI did
not ensure current federal tax compliance.

25 Of the 75 sampled background investigations, auditors conducted a full file review of 65 investigations.

26 In its response to the Draft Report, DOI argues that a resume is not necessary. However, the BIQ indicates that a
resume must be provided in addition to providing the information in the BIQ itself. If submitting a resume is no longer a
requirement, DOI should revise the BIQ.
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o Eight files were missing evidence of a current state tax release form. Therefore, DOI did
not ensure current state tax compliance.?’

¢ One file was missing a Terms and Conditions form.

¢ One file had no evidence of a criminal history check or that fingerprints were taken, so any
potential criminal history may not have been identified; the findings letter does not indicate
that a criminal history search was performed.

¢ One file was missing an Authorization for Release of Information Form which allows DOI
to obtain necessary information for the background investigation including past and
present employers, educational institutions, government bodies, and licensing,
disciplinary, or grievance bodies.

¢ One file was missing evidence of education verification. While the findings letter indicated
there was an attempt, the file had no evidence (e.g., email, letter) of such. DOI
subsequently provided a document showing an attempt that the investigator located in his
email.

e One file was missing a Financial BIQ, which forms the basis of the financial background
investigation.2®

Of the 30 files, 18 files were missing one document, seven were missing two, and five were
missing three.

In addition, 28 files lacked evidence of LexisNexis searches. LexisNexis was used by DOI to
conduct Comprehensive Person Reports (e.g., real property searches, bankruptcy, judgment and
lien searches, out-of-state criminal history searches), comprehensive business searches, criminal
history name searches, and federal and state court searches. DOI indicated that LexisNexis
reviews were only conducted for investigations requiring financial background investigations and
for priority background investigations. Auditors requested written criteria delineating when
LexisNexis reviews are required, but DOI indicated that it does not have a written policy.

Documents were missing because investigators are not required to use review forms as a
checklist to ensure all required searches are conducted, and because supervisors are not
required to use supervisory checklists to document their review of the investigation or record
notes/comments for the investigator. While auditors found these forms in some files, DOI

27 In its response, DOI also argues that it does not in practice refresh tax information for backlog cases, however,
auditors identified instances where DOI did obtain updated tax release forms for backlogged investigations, and further,
failure to do so limits the accuracy of its tax compliance findings. When tax releases are not updated, DOl is relying on
information that is years out of date.

28 In its response, DOI argues that the questionnaire was not missing and that at the time DOI used one questionnaire
that included both general background questions and financial background questions. DOI did not provide any
documentation to demonstrate the change in practice, and further, at least one other file from the same time-period
contained a separate financial background questionnaire, undermining DOI’s argument. The finding stands.
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indicated that their use is optional. Of the 30 files that were missing documentation, 12 (40%) did
not have review forms on file and 17 (57%) had no evidence of supervisory checklists.

When steps in the investigation process are not conducted, there is an increased risk that adverse
information affecting the candidate’s suitability may not be identified or shared with the agency.

DOI objected to the use of a small sample to draw audit conclusions and disputes the validity of
the findings above on this basis. However, the auditors did not use the sample to extrapolate
findings and the report merely states what the sample of 50 cases showed that over 60% of what
the auditors reviewed had deficiencies. This is inarguable.

DOl also objected to certain other of the above findings; these mirror arguments made previously
by DOI that were previously considered by the auditors. No modifications based on the response
are therefore warranted.

DOI Has Not Established Completion Timeframes for
Expedited, Priority, or Backlog Cases

DOI categorizes background investigations in two ways: backlog investigations received before
July 1, 2019, and current investigations received on or after July 1, 2019. DOI also categorizes
investigations as routine, expedited (when requested by an agency for sensitive positions), and
priority (e.g., board and commission members, City Hall appointments, etc.).

DOI has established a less than 180-day timeframe for completing routine background
investigations. During the audit, DOI initially indicated that expedited investigations had a 90-day
timeframe and priority investigations had a 45-day timeframe. However, when the auditors shared
the findings, DOI later indicated that the timeframes they provided in writing to the auditors were
only intended to convey an estimate of how long it typically takes for these investigations to be
completed. DOI indicated that the goal to complete all investigations is less than 180 days.
However, auditors question why DOI categorizes these investigations as expedited and priority if
the timeframe is the same for routine investigations. DOI also did not establish a formal written
timeframe for completing backlog cases once they have begun.

Auditors calculated the time it took to complete current routine investigations and found that 99%
were completed within less than 180 days. However, of the 147 current expedited investigations,
14 (10%) were not completed within 90 days. Of the 571 priority investigations, 281 (49%) were
not completed within 45 days. On average the priority investigations took 56 days.

In addition, of the 1,060 backlog cases closed between July 1, 2022 and December 31, 2024, 348
(33%) were not completed within the less than 180-day timeframe. These investigations were
open an average of 270 days. DOI stated that it did not set specific timeframes to complete
background investigations received before July 1, 2019, because these investigations were
already late, but aimed to resolve these cases as quickly as possible. As noted above, at one
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point DOI had set a timeframe goal of clearing the entire backlog by end of FY2023. This was not
met, and no subsequent goals were shared with the auditors. Based on current projections, DOI
stated that all backlog cases should be cleared by end of CY2025. Assuming this occurs, DOI will
have taken more than six years to clear the cases that were designated as part of the backlog in
July 2019.

When investigations are not completed in a timely manner, it delays the determination of whether
the candidate is suitable. In the case of delays for expedited and prioritized investigations, it can
delay the start date for the candidate.

DOI Does Not Segregate Investigation Timeframes in MMR Reporting

DOI only reports on the percentage of current investigations completed within six months (180
days) in the MMR and aggregates expedited and priority investigations in that calculation. It does
not separately report them. DOI also does not report on timeframes for completing backlogged
investigations; it only reports the number closed.

This results in skewed completion timeframes being reported to stakeholders and the public, and
an inaccurate overall representation of DOI's performance based on completing background
investigations. For example, when reviewing the FY2023 data, the percentage of current routine
background investigations closed within six months matched what was reported in the MMR with
99%. However, when including backlogged investigations, the percentage drops to 90%. In
addition, only 50% of priority investigations and 61% of expedited investigations were completed
within the shorter timeframes originally indicated by DOI.

Over Half of All Investigations Closed under Catch-all
Disposition of “Other”

DOI uses five closing types for background investigations, including “Other,” a catch-all
disposition used when findings do not fit into one of the other categories. It can include instances
when substantial debt or adverse financial information is identified, education credentials do not
match what was reported or cannot be verified, adverse social media posts are found, work history
contains inconsistencies, residency requirements are not met, the individual is the subject of an
open Inspector General investigation, and/or a family member works for the City.

More than half of the investigations closed between July 1, 2022 and December 31, 2024—2,552
(50%) of 5,082—were closed as “Other,” a designation that offers little insight into the issue(s)
identified by the investigation. While auditors recognize that it is not feasible to create a closing
type for every outcome, DOI created a closing type of “No Terms and Conditions,” for which only
one investigation was categorized during the same period.
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DOl indicated that it can determine the results of an investigation by reviewing the findings letter
and is unsure of the operational benefit of creating additional closing types. However, this
approach does not allow DOI to identify the types of findings on a cumulative basis for reporting
purposes and would be time consuming. In addition, grouping a wide range of findings into the
“Other” category gives them the same implied weight. For example, a candidate who simply has
a relative who works for the City is not comparable to a candidate who has an open Inspector
General investigation, but the lack of nuance in the “Other” disposition does not reflect the differing
severity of these issues.

Fingerprints Were Not Consistently Removed from Files

Per DOI's edusticeNY Usage General Order, all fingerprint records obtained for background
investigations through eJusticeNY must be destroyed within three months of closing the
investigation. However, DOI does not consistently comply with the process it has in place to
ensure this occurs.

Fingerprint results were found in 31 (41%) of 75 sampled files. Auditors witnessed BIU personnel
removing the fingerprint results from 29 files prior to handing them over to the audit team. For two
additional files, auditors found fingerprint results in the folders. This was cited as an issue in a
2021 audit of DOI conducted by the New York State Division of Criminal Justice. The audit found
that DOI retained fingerprint background checks after the hiring decision was made.

In response to the audit, DOI stated that it updated its eJusticeNY policies and procedures to
state that all fingerprint records must be destroyed within three months of the closure of a
background investigation. DOI also provided evidence that it reinforced this policy in January
2023. However, DOl is still not consistently complying with this policy. By not removing fingerprint
results as required, DOI risks exposing the records to unauthorized access/use and potentially
places its continued access to eJusticeNY at risk.

DOI Does Not Hold Hiring Agencies
Accountable for Investigation Requirements

DOI Does Not Conduct Periodic Reviews to Ensure All
Individuals Requiring Investigations are Submitted by
Agencies

According to a March 13, 2020, memorandum issued by DOI to agency heads and personnel
directors, hiring agencies are responsible for identifying individuals who require background
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investigations based on the established criteria, and for providing DOI with the paperwork required
to commence the investigation.

DOl indicated that it primarily relies on agencies to initiate the background investigation process
and that there is no large-scale analytics or monitoring program to identify agency non-
compliance. DOI stated that such oversight falls outside of its purview. DOI also noted that payroll
titles alone do not identify whether an individual requires a background investigation. For example,
certain responsibilities (such as access to sensitive IT systems) may not be evident from payroll
titles and instead are known only to the agency.

However, DOI has a responsibility to ensure City agencies are following procedures and applying
the requirements correctly. In the absence of any monitoring, DOI has only limited assurance that
all individuals who require investigations are being referred to DOI. While auditors recognize that
DOI may not be able to identify the responsibilities for certain titles, it could focus on employees
it is able to identify, including members of the Management Pay Plan level M4 or higher, and all
employees appointed or promoted to a non-competitive or provisional position with a salary of
$125,000 or more. Regular reviews are important to ensure that agencies are submitting all
required individuals for background investigations.

DOI Does Not Track Whether Agencies Submit Background
Packages Promptly

As stated previously, City agencies are required to submit a background investigation package to
DOI within 30 days of an individual's appointment or promotion. However, DOI does not track
whether agencies are submitting these packages within the stated timeframe.

Based on a sample of 75 background investigation files, only two packages were received by DOI
prior to the candidate’s appointment by the agency. Thirteen files did not require a Terms and
Conditions Form.?® For the remaining 60 investigations, one file was missing a Terms and
Conditions Form (on which the appointment date should be recorded), while nine were missing
either the hire/promotion date or the date the file was received by BIU. Therefore, auditors were
unable to determine whether the referring agencies submitted the packages within the required
30 days.

Only 50 of the sampled packages included both the date of appointment and the date the package
was received by DOI. Of those 50, only 23 (46%) were submitted by the agencies within 30 days,
as shown in Chart 2.

29 Per DO officials, these 13 candidates did not require a Terms and Conditions form because they were internal DOI
hires/interns, judges, and New York City board members. However, DOI does not have a written policy in place
identifying which candidates require a Terms and Conditions form.
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Chart 2: Range of Days from Hire/Promotion Date to Date Package
Received by DOI
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As shown in the chart, 27 packages were not submitted in a timely manner and four of the 27
(15%) were submitted to DOI more than a year after the hire or promotion date.

DOl currently cannot verify that agencies are submitting background packages in a timely manner.
Any delay in submission results in investigations not being conducted promptly and adds to the
time that a candidate works in a position without adequate vetting.

While the submission of packages is the responsibility of the hiring agencies, DOI has a
responsibility to ensure that agencies are complying with the policy to submit packages within 30
days of appointment/promotion dates. DOl may need to send a reminder to agencies—the last
memo issued to agencies outlining the background investigation criteria and process, including
the hiring agency’s responsibilities, was issued in March 2020.

As stated previously, when agencies do not submit requests for background investigations in a
timely manner, it delays the identification of adverse information that could impact the suitability
of a candidate to hold a position of trust.

Lack of Data Dictionary for Background System

Data systems documentation helps ensure that information is collected, understood, accessible,
and useable. A data dictionary serves as a centralized source of information on data elements,
providing definitions, data types, meanings, and usage rules to ensure all users have a common,
accurate understanding of the data. Data dictionaries are useful for documenting and
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standardizing data, which leads to improved data quality, consistency, and analysis, and ensures
consistent data usage across the organization.

The BIU does not have a data dictionary for its new background investigations system, Kaseware,
nor did it have one for its prior system which was used during the audit scope period. As a result,
DOI was unable to determine whether the “BG No.” assigned to background investigations were
sequentially assigned, to ensure completeness of records, and auditors were unable to identify
what certain data fields represented and had to rely on the meanings and descriptions provided
by DOI. DOI indicated that its prior system was a legacy system created by DOI in the 1990s and
that it is in the process of creating a how-to guide for its new Kaseware system that will include
field definitions.

Without a data dictionary, there are no clear definitions, descriptions, or context for data elements,
which increases the risk that employees may interpret the data differently.
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Recommendations

To address the abovementioned findings, the auditors propose that DOI should:

25

1.

Assign administrative staff to review PMS for the remaining backlog cases to determine
whether individuals are still employed by the City and, if not, administratively close their
cases.

DOI Response: DOI disagreed with this recommendation, on the basis that this has been
in place since July 2019.

Auditor Comment: \While DOI's response asserts that this practice has been in place
since 2019, DOI does not take this step until an investigation is ready to begin. The audit
found that by the time this step was taken, 40% of cases in the backlog had already been
administratively closed due to individuals no longer being in their positions. If PMS reviews
were performed for the backlog on a regular basis, many investigations would have been
closed much earlier.

Consider making recommendations or providing some other kind of guidance to agencies
regarding the impact of certain types of adverse information on the suitability of
appointments.

DOI Response: DOI disagreed with this recommendation. DOI stated, “This is not an
appropriate role for DOI. As a fact-finding agency, we report our findings to the hiring
agencies. The hiring agencies in turn are best equipped to assess the import of our
findings for each individual candidate in light of the unique requirements of the specific
position and the candidate’s strengths and weaknesses, as revealed through the hiring
process.” DOI also stated that it disagreed with the proposal that DOI issue guidance to
agencies concerning how to review findings.

Auditor Comment: The audit identified red flag investigations with adverse findings that
did not result in the related agencies halting the appointments, despite significant negative
findings that should have prevented hire. The auditors note in this regard that DOI does
not generally hesitate to issue recommendations to agencies following an investigation;
the unwillingness to issue it in a matter that directly impacts their role and is within their
expertise is confounding. Auditors urge DOI to reconsider its position.

Consider tracking whether candidates are retained or terminated based on background
investigations that identify adverse information.

DOI Response: DOI disagreed with this recommendation.

Auditor Comment: DOI’s view appears to be that once it delivers findings to agencies, it
has no further responsibility to provide guidance (as noted in recommendation 2 above),
or to follow-up with agencies concerning the use of the information they provide.
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Collecting this information would allow DOI to monitor the impact of its investigations and
identify instances where significant adverse information does not impact hiring or result in
termination. Auditors urge DOI to reconsider its position.

Require the use of checklists and review forms to ensure all applicable investigation steps
are conducted and documented.

DOI Response: DOI agreed with this recommendation.
Establish written timeframes for completing expedited, priority, and backlog investigations.

DOI Response: DOI disagreed with this recommendation on the basis that every
investigation is unique and the time to completion often depends on matters outside of
DOI's control. DOI also referred to its informal goal of completing investigations no later
than 179 days.

Auditor Comment: Written timeframes provide a basic goal for the agency to meet,
especially in cases that are specifically designated as priority or expedited. It is unclear
why DOI established priority and expedited designations if these investigations have the
same completion goal of 180 days, like routine investigations. In addition, although DOI
now indicates the goal was to complete backlogged investigations within 180 days, DOI
did not consistently meet that goal. Auditors urge DOI to reconsider its position.

Report separately on completion timelines for routine, expedited, priority, and backlog
investigations in the MMR to provide a complete and accurate picture of DOI’s
performance.

DOI Response: DOI disagreed with this recommendation and asserts that its reporting in
the MMR is sufficient.

Auditor Comment: DOI does not report on expedited and priority completions, preferring
instead to report against a 180-day target for all cases. DOI should establish timeframes
for expedited and priority investigations and report separately in the MMR on its
compliance with meeting these timeframes. DOI should also have reported the timeframes
for completing backlogged investigations once the investigations were started.

Consider creating additional closing types or creating levels for the “Other” category, such
as Level 1 for less serious findings and Level 3 for the most serious.

DOI Response: DOI disagreed with this recommendation, indicating that each
candidate’s fact-specific findings and positions are difficult to meaningfully categorize in a
manner that would allow them to be tracked effectively, including when background
findings fall into more than one category.

Auditor Comment: The “Other” category currently represents half of all case closures,
significantly limiting the utility of tracking by disposition. Additional closure options do not

MD25-055A 26



need to be numerous, complex, or time consuming; a few clear categories would allow
DOI to track recurring findings and potentially improve process management. For
example, when the Mayoral Executive Order of 1978 was enacted, social media did not
exist and was not a consideration when categorizing closing types. In instances where
background findings fall into multiple categories, DOI could categorize these as “multiple
findings.” Auditors urge DOI to reconsider its position.

8. Ensure that fingerprints and results are removed from background investigation files within
required timeframes. Establish monitoring activities on a periodic sample basis to ensure
they are removed and destroyed.

DOI Response: DOI agreed with this recommendation.

9. Conduct periodic reviews to ensure agencies are submitting all required candidates for
background investigations.

DOI Response: DOI disagreed with this recommendation, stating, “Hiring agencies are
responsible for identifying candidates that require backgrounds and submitting them. DOI
lacks the resources to gather this information proactively and to conduct extensive periodic
reviews. However, as indicated below, DOI accepts recommendation 11 which is a
reasonable way to reinforce hiring agency responsibilities to submit required candidates
for backgrounds.”

Auditor Comment: While we agree that agencies bear the main responsibility for
identifying candidates, if DOI performs periodic checks it would provide assurance that
agencies are fully complying with the requirement. Auditors urge DOI to reconsider its
position.

10. Consider tracking appointment dates to determine whether agencies are submitting
applications for background investigations within required timeframes.

DOI Response: DOI agreed with this recommendation.

11. Issue updated memos or guidance to City agencies at least every two years to help ensure
they are aware of their responsibilities for submitting background investigation packages.

DOI Response: DOI agreed with this recommendation.
12. Ensure that Kaseware has adequate documentation, including a data dictionary.

DOI Response: DOI disagreed with this recommendation, stated that they were already
in the process of creating a data dictionary and training materials on Kaseware before the
Comptroller raised the issue.

Auditor Comment: DOI’s response essentially agrees with the need to provide training
materials and create a data dictionary. As DOl has not completed either, this
recommendation will be tracked until fully implemented.
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Recommendations Follow-up

Follow-up will be conducted periodically to determine the implementation status of each
recommendation contained in this report. Agency reported status updates are included in the
Audit Recommendations Tracker available here: https://comptroller.nyc.gov/services/for-the-
public/audit/audit-recommendations-tracker/
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Scope and Methodology

We conducted this performance audit in accordance with Generally Accepted Government
Auditing Standards (GAGAS). GAGAS requires that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our findings and conclusions
based on our audit objectives. We believe that the evidence obtained provides a reasonable basis
for our findings and conclusions within the context of our audit objective(s). This audit was
conducted in accordance with the audit responsibilities of the City Comptroller as set forth in
Chapter 5, §93, of the New York City Charter.

The scope of this audit was July 1, 2022 through December 31, 2024.

To understand how BIU conducts investigations on City employees, the auditors conducted
interviews with key personnel, including the Director of BIU, the Director of Intergovernmental
Affairs, the Associate Director of BIU, an Administrative Assistant within BIU, a Senior
Investigator, a Confidential Investigator, Special Counsel, and the Deputy Commissioner/Chief
Compliance and Privacy Officer & EEO Officer.

To determine DOI's responsibilities with regard to background check processes, auditors
reviewed and, where applicable, used the following as audit criteria:

. Mayoral Executive Order 16 of 1978

. Mayoral Executive Order 72 (April 23, 1984)

. Mayoral Executive Order 78

. Mayoral Executive Order 105

. New York City Charter Ch 34

. NYS Executive Law 837-m & NYS Law 1728

. Background Investigation Criteria

. DOI Background Investigation Questionnaire

. DOI Financial Background Investigation Questionnaire
. Background System Report Descriptions

. Supervisor Checklist

. Background System Review Form

. Terms and Conditions of Appointment Form

. Credit Release (FCRA Compliance Form June 2018)
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Criminal History Reporting Policy

City Council Testimonies 2019 and 2020
edJusticeNY Policy

Social Media Policy

2000 NYCHA Memo

2002 HHC MOU

2019 DCJS Agreement

2023 DCJS Agreement

In addition, auditors reviewed various emails relating to background investigations policies.

Auditors requested and received a Closed Case Inventory Report, which contained 5,078
investigations for the period of July 1, 2022 through December 31, 2024. To assess the reliability
of this report, auditors randomly pulled 50 closed background investigation files from DOI’s file
room to ensure that they were included in the report. In addition, auditors randomly selected
closed cases from the report and reviewed the corresponding hardcopy files. Auditors also
reviewed the report for missing or incomplete data, blanks, and duplicates. To determine whether
required investigation steps were performed and whether steps and findings were adequately
documented, auditors randomly selected 60 files and conducted a full file review. All files were
randomly chosen using the RAT-STATS program. The selections were as follows:

Random selection of 10 of 32 backlogged investigations closed as “Criminal History.”
Random selection of 5 of 27 investigations closed as “Other” within zero to five days.

Random selection of 10 of 398 investigations Administratively Closed within zero to five
days.

Random selection of 5 of 32 investigations closed as “No Adverse” within zero to five
days.

Random selection of 10 of 364 investigations without fingerprint dates.

Random selection of 10 of 116 investigations opened after July 1, 2019 and closed as
“Criminal History.”

Random selection of 5 of 1,638 investigations closed as “No Adverse” that were open for
more than 6 days.

Random selection of 5 of 2,525 investigations closed as “Other” that were open for more
than 6 days.

In addition, auditors judgmentally selected investigations for three high-level appointees to assess
whether the required investigation steps were completed in these instances and judgmentally
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selected one candidate whose investigation was closed as “No Terms and Conditions” and one
candidate for which the investigation closing date was prior to the open date. In total, auditors
conducted a complete file review of 65 background investigations. In addition, auditors randomly
selected an additional 10 of the 32 investigations closed as “Criminal History” from the backlog
and did not do a full file review but reviewed to identify the findings reported.

For the 5,082 closed cases, auditors also calculated the number of days between the (1) “create
date” and “open” date; (2) “open” date and “closed” date, and (3) “complete” date and “closed”
date. Auditors also calculated the average timeframes between “complete” dates and “closed”
dates for various closing types and for current and backlogged investigations. To determine
whether DOl is correctly reporting information on background investigations in the MMR, auditors
calculated the percentage of current investigations closed within 180 days and compared it to the
MMR reports for Fiscal Years 2023 and 2024.

To determine whether candidates identified as having a criminal history were still employed by
the City, auditors reviewed information from the City’s Payroll Management System.

To determine whether agencies submitted background investigation packages to DOI timely,
auditors calculated the number of days between hire/promotion dates and the dates the packages
were submitted to DOI for 75 sampled files.

Auditors also reviewed the data for the 5,082 closed cases to determine whether financial
background questionnaires were submitted for titles clearly requiring them.

The results of the above tests, while not projectable to their respective populations, along with
information collected during interviews with DOI officials, provide sufficient and reliable evidence
to support the audit’s findings and conclusions.
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The City of New York
Department of Investigation

JOCELYN E. STRAUBER
COMMISSIONER

180 MAIDEN LANE
NEw YORK, NY 10038
212-825-5900
December 4, 2025

By ELECTRONIC MAIL

New York City Comptroller Brad Lander

Deputy Comptroller for Audit Maura Hayes-Chaffee
1 Centre Street

New York, NY 10007

Re: Response to Audit Report on the Department of Investigation’s Background Investigations
Dear Comptroller Lander and Deputy Comptroller Hayes-Chaffee:

The New York City Department of Investigation (DOI) hereby responds to the Comptroller’s
revised draft report, “Audit on the Department of Investigation’s Background Investigations for City
Employees” (the Report).

After careful review of the Report and its 12 recommendations, DOI accepts the four
recommendations that are supported by the facts identified by your audit, are consistent with our
appropriate role, and will improve our practices. These are recommendations 4, 8, 10, and 11: to
utilize an investigative checklist, to ensure compliance with DOI’s policy to destroy fingerprint results
in the required timeframe, to consider tracking appointment dates to confirm agencies’ timely
submission of the background investigation materials, and to recirculate the criteria for which
candidates require a background investigation to agencies every two years.

For reasons discussed in more detail below, we reject the remaining eight recommendations
because they misunderstand DOTI’s appropriate role in the background investigation process, or are
based on inaccurate findings, some of which DOI has previously identified for your office during the
audit process, but which you have refused to correct, without explanation.

With respect to the Report’s review of DOI’s past backlog of background investigations, DOI
recognizes that the selection of areas to review is wholly within your office’s discretion. It is worth
noting, however, your audit of our backlog-resolution process is focused on a project that is largely
complete and that should not recur. DOI identified and publicly disclosed the significant and



ADDENDUM
Page 2 of 6
Comptroller Lander
Deputy Comptroller Hayes-Chaffee
December 4, 2025
Page 2 of 6

concerning backlog of nearly 6,500 background investigations in 2019, as well as the agency’s plan
to address the backlog, and has provided public updates about our progress on a regular basis since
that time. The remaining backlog of only six cases makes clear the success of the agency’s efforts
over the past six years, a tribute to DOI’s dedicated Background Investigation Unit (BIU) staff who
worked diligently to close thousands of background investigations despite significant challenges such
as the COVID-19 pandemic and staffing cuts. As the Report notes, DOI’s current processes have been
effective in preventing the accumulation of a new backlog since July 2019, because DOI has
consistently met its timeframe targets for completing new background investigations.

DOl rejects your office’s misguided assertion that our agency should be making suitability
recommendations about candidates to the hiring agencies and to City Hall. This is not an appropriate
role for DOI. As a fact-finding agency, we report our findings to the hiring agencies. The hiring
agencies in turn are best equipped to assess the import of our findings for each individual candidate
in light of the unique requirements of the specific position and the candidate’s strengths and
weaknesses, as revealed through the hiring process. The system was intentionally structured in that
manner and these roles are explicitly embedded in the policies and written materials used throughout
the process. The 1978 Mayoral Executive Order directing and authorizing DOI to conduct background
investigations states: “[tlhe appointment or employment of any person requiring background
investigations under this Order shall be made subject to the completion of such investigation and a
determination by the appointing authority that the appointee has the appropriate qualifications, is
free from actual or potential conflicts of interest and is one in whom the public trust may be placed.”
(emphasis added).

For the same reason, your proposal that DOI issue “guidance” about how to review our
findings is equally misguided. It is difficult to conceive of guidance that would be sufficiently elastic
to address the range of factors that agencies consider in selecting candidates and reviewing our
background findings without being so general as to be virtually useless.

DOl also objects to the Report’s general conclusion that “DOI’s oversight of the background
investigation process needs improvement,” and the implication that DOI’s background investigations
are purportedly deficient.! This conclusion is based on a sample of background files that is too small
to support general assertions about our process. This is particularly troubling because your Report
does not clearly articulate the relative size of the sample that is the basis for your conclusions.
According to the Report, the Comptroller’s office reviewed 50 background investigation files — each
file reflects a single background investigation.? When discussing this review, the Report does not
clearly articulate the critical fact that in the period covered by the audit, DOI conducted 5,082
backgrounds, and thus your review sample consists of less than one percent of the background

1 On page 18 in the section titled “60% of Sampled Files Lacked Documents or Evidence of Completed Steps,” the Report
states: “When steps in the investigation process are not conducted, there is an increased risk that adverse information
affecting the candidate’s suitability may not be identified or shared with the agency.” DOI agrees with the principle of
this statement, but does not believe that the Report supports the implication that investigative steps were not taken, only
that documentation of some steps may have been missing from a limited number of files.

2 The Report states that the Comptroller’s staff did a full file review of 65 investigations, but 15 of those were
administratively closed before the background investigation was completed.
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investigations conducted during the period.® In our view, this sample size is not large enough to
support any generalized finding about DOI’s oversight of its background investigation process. At
the very least, the Report should have highlighted the small sample size and then qualified any
conclusion based upon the limited findings.

Moreover, of even greater concern, the findings underlying your general assertions about
DOI’s oversight of the background investigation process contain factual errors that we have pointed
out to you repeatedly and that you have refused to correct. The Report includes inaccurate and
misleading information both about the content of the files reviewed and the inferences that can be
drawn from that review. First, in discussing files that supposedly were “missing required documents
or evidence that certain investigative steps were performed,” the Report states that nine files were
missing evidence of current federal and state tax release forms. This is inaccurate and misleading.
One of the referenced files contained state and federal tax release forms signed in 2022 and the
background investigation was conducted and closed in 2022. The remaining eight referenced files
each contained federal and state tax release forms that were completed at the time the background
package was submitted to DOI and, as documented in each file, DOl made the appropriate tax
inquiries and reviewed the results. While unclear in the Report, the Comptroller appears to take issue
with the fact that DOI did not renew these inquiries for the backlog cases that remained open after the
tax checks. However, DOI reasonably limited its review to federal and state tax information as of the
time that the employee was hired, and did not refresh that information simply because the backlog
delayed the conduct of the background investigation. This is the same practice as when background
investigations are closed promptly; DOI does not periodically repeat background investigations of
employees even if they remain in their positions for many years.

Second, the Report states that one file was missing a Financial Background Investigation
Questionnaire. This is inaccurate and misleading. As we previously explained to the Comptroller’s
office, until 2018, candidates completed a single questionnaire that included both general background
questions and financial background questions. The candidate in this instance completed the single
questionnaire that covered both areas and therefore nothing was missing from the file or from the
investigation conducted.

Third, the Report alleges that “30 files lacked evidence of LexisNexis searches.” This is
inaccurate or misleading for twenty-nine of the 30 files. Prior to discontinuing use of LexisNexis
searches for background investigation purposes in October 2023, DOI conducted LexisNexis searches
for two types of backgrounds — priority investigations and investigations that require a financial
background (priority investigations may, but do not always, require a financial background). As to
priority investigations, DOI conducted four types of LexisNexis searches — comprehensive person,
criminal history, state and federal court case, and news searches. As to financial background
investigations, DOI conducted one type of LexisNexis search — a judgement and lien search. None of
the 30 candidates referenced in the Report were priority investigations, so none of the four LexisNexis
searches for priority investigations would have been performed. Furthermore, 27 of the 30 candidates

3 The 5,082 files represent all of the background investigations that were closed during the audit period of July 1, 2022
through December 31, 2024.
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were legally ineligible for a financial background investigation under the law and, therefore, DOI did
not perform a LexisNexis judgment and lien search on those 27 candidates. Three candidates were
eligible for a financial background investigation. For one of those three, the file does in fact contain
the results of the LexisNexis judgement and lien search. For another, the file does not contain a
LexisNexis judgement and lien search because the investigation was performed after DOI
discontinued use of LexisNexis for background investigation purposes. Therefore, there is only one
file that lacked evidence of a LexisNexis judgment and lien search where such a search should have
been documented.

Fourth, the Report states that 26 files did not contain a resume. While DOI requests that
candidates include a copy of their resume with their background paperwork, via a notation within the
employment history section of the background investigation questionnaire, and these files did not
contain a resume, it is misleading to suggest that the absence of the resume compromised DOI’s
ability to conduct a full background investigation. All of the information in a resume (i.e. home
address, prior employment history, education, etc.) is required to be set forth within the candidate’s
background investigation questionnaire, as the questionnaire itself makes clear.

The Report further notes that DOI has not established completion timeframes for expedited,
priority, or backlog cases. As we have explained to the Comptroller’s Office, DOI does not use pre-
determined fixed timeframes for expedited, priority or backlog background investigations because
every candidate and investigation is unique and the time to completion often depends on matters
outside of DOI’s control, such as our ability to obtain information from third parties, the complexity
of the candidate’s background, and the candidate’s responsiveness to our questions. DOI aims to
complete all background investigations, regardless of type, no later than 179 days after initiation, a
reasonable goal for all backgrounds based on our experience. DOI publicly reports completion time
with respect to this metric in the Mayor’s Management Report (MMR). While DOI designates certain
backgrounds as expedited or priority to properly allocate its resources to backgrounds that are
particularly significant or time-sensitive, those designations do not reflect fixed completion times, for
the reasons described above.

The Report further criticizes DOI for closing half of the cases in the audit period under an
“other” category, and proposes that we delineate in greater detail the nature of our findings. The
Report proposes additional categories that DOI could create and use, including for when “substantial
debt or adverse financial information is identified, education credentials do not match what was
reported or cannot be verified, adverse social media posts are found, work history contains
inconsistencies, residency requirements are not met, the individual is the subject of an open Inspector
General investigation, and/or a family member works for the City.” The Report does not make clear
the purpose of these additional categories, which would require staff to devote additional time and
resources to categorization. We do not deem that time-consuming exercise valuable. To the extent the
proposal intends to facilitate tracking of DOI’s findings, each candidate’s fact-specific findings and
positions are difficult to meaningfully categorize in a manner that would allow them to be tracked
effectively, including because background findings may fall into multiple categories.
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Taken together, these findings — based on a relatively small sample size, some inaccurate,
some misleading, and some unhelpful — do not support the Report’s broad conclusion that DOI’s

“oversight of the background investigation process needs improvement.”

Response to Audit Recommendations

DOI provides the following responses to the Comptroller’s recommendations:

1. Assign administrative staff to review PMS for the remaining backlog cases to determine
whether individuals are still employed by the City and, if not, administratively close their
cases.

DOI Response — Reject. DOI previously informed the Comptroller’s office that this practice
has been in place since July 2019.

2. Consider making recommendations or providing some other kind of guidance to agencies
regarding the impact of certain types of adverse information on the suitability of appointments.

DOI Response — Reject for reasons discussed above.

3. Consider tracking whether candidates are retained or terminated based on background
investigations that identify adverse information.

DOI Response — Reject for reasons discussed above.

4. Require the use of checklists and review forms to ensure all applicable investigation steps are
conducted and documented.

DOI Response — Accept.
5. Establish written timeframes for completing expedited, priority, and backlog investigations.
DOI Response — Reject for reasons discussed above.

6. Report separately on completion timelines for routine, expedited, priority, and backlog
investigations in the MMR to provide a complete and accurate picture of DOI’s performance.

DOI Response — Reject for reasons discussed above.

7. Consider creating additional closing types or creating levels for the “Other” category, such as
Level 1 for less serious findings and Level 3 for the most serious.

DOI Response — Reject for reasons discussed above.
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8. Ensure that fingerprints and results are removed from background investigation files within
required timeframes. Establish monitoring activities on a periodic sample basis to ensure they
are removed and destroyed.

DOI Response — Accept. DOI will continue to make best efforts to ensure compliance with
its policy to destroy fingerprint results within the required timeframes. DOI will recirculate
the policy to all members of BIU. Moreover, with the introduction of Kaseware, there will no
longer be physical background investigation files. Fingerprint results will instead be saved
electronically in a distinct folder and deleted when background investigations are closed.

9. Conduct periodic reviews to ensure agencies are submitting all required candidates for
background investigations.

DOI Response — Reject. Hiring agencies are responsible for identifying candidates that
require backgrounds and submitting them. DOI lacks the resources to gather this information
proactively and to conduct extensive periodic reviews. However, as indicated below, DOI
accepts recommendation 11 which is a reasonable way to reinforce hiring agency
responsibilities to submit required candidates for backgrounds.

10. Consider tracking appointment dates to determine whether agencies are submitting
applications for background investigations within required timeframes.

DOI Response — Accept.

11. Issue updated memos or guidance to City agencies at least every two years to help ensure they
are aware of their responsibilities for submitting background investigation packages.

DOI Response — Accept.
12. Ensure that Kaseware has adequate documentation, including a data dictionary.
DOI Response — Reject. DOI previously informed the Comptroller’s office that it was already

in the process of creating a data dictionary and training materials on Kaseware before the
Comptroller raised the issue.

Sincerely,

(N
7\'

Jocelyn Strauber
Commissioner
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