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EXECUTIVE SUMMARY

Backaground

The New York City Police Department’s (NY PD) mission isto protect lives,
safeguard the property of City resdents and vistors, and maintain civil order. NYPD
responds to emergencies, disasters, and crime reports; gpprehends crimina's; processes
fire and medica emergency calls, maintains order at public events and demongtrations;
enforces car traffic and parking rules; and performs community servicesin areas of
public school safety, generd public safety, crime prevention, family disputes, domestic
violence, qudity of life, and socid service agency referrds.

NY PD uses three mainframe computers. A sngle-processor mainframe
computer system supporting the misson-critical Specia Police Radio Inquiry Network
(SPRINT) computer-assisted dispatching system for response to the public’'s
emergency “911” cdls; and a dua-processor mainframe computer system for
processing more than 50 other (i.e.,, non-SPRINT) mission and administrative support
aoplications. NY PD’s Management Information System Divison (MISD) is
responsible for the data center operations, aswell as for devel oping, implementing, and
periodically testing the data center’ s disaster recovery plans.

Objectives

Our audit objectives were to: review the adequacy of the data center’ s physica
security and computer system security, and determine whether computer operations and
contingency plans are adequate and have been tested in compliance with gpplicable
federa and City guidelines.



Scope and M ethodology

Audit fidldwork began in March 2002 and ended in April 2002. To meet our
objectives, we: interviewed agency personnd; toured the data center and examined its
physical security; reviewed and analyzed the data center’ s data security controls;
reviewed and analyzed the data center’ s operating policies; reviewed and evauated
NY PD’s Disaster Recovery Plan for SPRINT; reviewed and evaluated NYPD’s
procurement documentation for a Disaster Recovery Plan covering the non-SPRINT
computer operations, and reviewed and tested NY PD compliance with certain federal
and City guiddines.

Resultsin Brief

NY PD has adequate physica security controls, computer system controls, and
operationa and generd controlsin place to ensure that the data center is adequately
safeguarded. Physical security at the data center is above standard. Data backup is
performed and computer operating statistics are regularly reviewed for problems. In
addition, detailed system downtime reports are maintained, which alows management
to correct systemic problems.

However NY PD does not have formal test procedures for its SPRINT
system’s Disaster Recovery Plan, and it has not fully implemented a Disaster Recovery
Plan for its non-SPRINT computer operations. We made two recommendations, that
NYPD officids should:

1. Egablish formd testing procedures as part of SPRINT’ s Disaster Recovery
Pan. Specificaly, NYPD should:
Determine the proper test frequency and establish atest schedule;
Develop test objectives and establish individud participant assgnments,
Document the test results, including notations of any changes to hardware
and software configurations, and
Implement aformal test result review process to address any open issues.

2. Attempt to expedite the approva process of the contracting for the non-
SPRINT disagter recovery services by ensuring that al necessary items for
gpprova arein place. Inthisregard, NYPD should contact each approva
agency to emphasize the importance of this backup system and to determine
what information that agency till needs to receive before it approvesthe
contracting.

NY PD Response

The matters covered in this report were discussed with officids from NYPD
during and a the concluson of this audit. A preiminary draft was sent to NYPD
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officials and discussed at an exit conference held on May 7, 2002. On May 8, 2002,
we submitted a draft report to NYPD officids with a request for comments. We
received a written response from NYPD on May 28, 2002. NYPD agreed with the
audit’ s findings and recommendations.

Thefull text of NYPD’s commentsisincluded as an Addendum to this report.
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INTRODUCTION

Backaground

The New York City Police Department’s (NYPD) mission is to protect lives, safeguard the
property of City resdents and vistors, and maintain civil order. NYPD responds to emergencies,
disssters, and crime reports, gpprehends criminas, processes fire and medica emergency cdls,
maintains order a public events and demongrations, enforces car traffic and parking rules, and
performs community services in areas of public school safety, generd public safety, crime prevention,
family disputes, domestic violence, qudity of life, and socid service agency referrds.

NYPD uses three mainframe computers to process data and provide information in support of
itsmisson, asfollows

A dgngleprocessor mainframe computer system that processes mission-critical
goplications.  This system, known as the Specid Police Radio Inquiry Network
(SPRINT) is a computer-asssted digpatching system that supports NYPD's response
to the public’s emergency cdlsto the citywide emergency “911” telephone number.

Two mainframe computers that process more than 50 other (i.e,, non-SPRINT) user
aoplications—for crime information gethering, tracking, and processng—as wel as
gpplications for agency adminigtrative support.

NYPD’s Management Information System Divison (MISD) is responsible for operating and

mantaning the manframe computer data center. MISD is dso respongble for deveoping,
implementing, and periodicaly testing the data center’ s disaster recovery plans.

Obj ectives

Our audit objectives were:



To review the adequacy of the data center’s physical security and computer system
Security.

To determine whether computer operations and contingency plans are adequate and
have been tested in compliance with applicable federa and City guidelines.

Scope and M ethodology

Audit fieldwork began in March 2002 and ended in April 2002. To meet our objectives, we:
Interviewed agency personnd;
Toured the data center and examined its physica security;
Reviewed and analyzed the data center’ s data security controls,
Reviewed and andyzed the data center’ s operating policies;
Reviewed and evaluated NY PD’ s Disaster Recovery Plan for SPRINT;

Reviewed and evauated NY PD’s procurement documentation for a Disaster Recovery
Pan covering the non-SPRINT computer operations; and

Reviewed and tested NY PD compliance with federd and City guidelines.

We used as our audit criteria the Federal Information Processng Standards (FIPS),
Comptroller's Directive 18, Guidelines for the Management, Protection and Control of Agency
Information and Information Processing Systems (Directive 18), and the Depatment of
Investigation's (DOI) Directive, Information Security Guideline—Business Continuity, dated
February 22, 2002.

This audit was conducted in accordance with generally accepted government auditing standards
(GAGAYS) and included tests of the records and other auditing procedures considered necessary. This
audit was performed in accordance with the City Comptroller's audit responshbilities as set forth in
Chapter 5, 8 93, of the New Y ork City Charter.

NY PD Response

The matters covered in this report were discussed with officias from NYPD during and a the
concluson of this audit. A preiminary draft was sent to NYPD officias and discussed a an exit
conference held on May 7, 2002. On May 8, 2002, we submitted a draft report to NYPD officids



with arequest for comments. We received a written response from NY PD on May 28, 2002. NYPD
agreed with the audit’ s findings and recommendations.

The full text of NYPD’s commentsis included as an Addendum to this report.
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FINDINGSAND RECOMMENDATIONS

NY PD has adequate physica security controls, computer system controls, and operationa and
genera controls in place to ensure that the data center is adequatdly safeguarded.  Specifically:

Physical security at the data center was above standard—no unauthorized individua can
gain access to the data center;

Data backup is performed—daily backup is performed, and backup datais stored offsite;

Computer operating Satistics are regularly reviewed to determine whether system problems
exis; and,

Detalled sysem downtime reports are maintained, which alows management to correct
systemic problems.

However NYPD does not have forma test procedures for its SPRINT system’'s Disaster
Recovery Plan, and it has not fully implemented a Disaster Recovery Plan for its non-SPRINT
computer operations.

The SPRINT Disaster Recovery Plan
L acks Adequate Testing Procedures

NY PD has a Disaster Recovery Plan covering SPRINT operations. The plan provides for data
processing backup at another mgjor City data center in the event its data center becomes inoperable.
NYPD last tested the SPRINT Disaster Recovery Plan in June 2001. However, NYPD did not
provide us with a schedule indicating how often and when testing of the plan would be performed, the
test objectives, the responghilities of individud participants in the tests, the specific items to be tested,
and the test result review process.

FIPS 87 states:

“One of the more important aspects of successful contingency planning

is the continud testing and evaudtion of the plan itsdf. Quite smply, a
plan which has not been tested cannot be assumed to work. Likewise,

a plan documented, tested once and then filed away to await the day of

need provides no more than a false sense of security. . . . The devisng

of test plans which adequately and reliably exercise the contingency plan
themsalves require consderable skill and great care so as to meet the

objective of providing tests which are entirdy redigic while 4ill being

economically feasble. . . . The test plans should form a formd part of

the contingency plan documentation and be as fully subject to the

review and gpproval process as the other sections of the plan.”

In addition, DOI’' s Guiddines sate:



“Periodic reviews and updates are necessary to ensure that the BCP
[Busness Continuity Plan] remains current. A comprehensve test
should be conducted &t least annually. The test objectives and results
must be documented and signed by a responsible BCP representative
within the City agency.”

The increasing dependence on computers and data processing support makes it critical that
NY PD officids regularly test and document its Disaster Recovery Plan.

The Non-SPRINT Disaster Recovery Plan
Is Not Fully Implemented

NY PD has not fully implemented a Disaster Recovery Plan covering al non-SPRINT computer
operations. NYPD is in the process of procuring the services of an outsde vendor to provide non-
SPRINT data processing services in the event of an operationd disaster at NYPD’s data center. This
would effectively provide NYPD with an effective Disaster Recovery Plan. However, NYPD cannot
complete the procurement process until approva is received from various City agencies.  Until this
process is completed, its non-SPRINT systems are not protected against loss due to an unforeseen
event.



Recommendations

NY PD officids should:

1

Edtablish formd testing procedures as part of SPRINT’s Disaster Recovery Plan.
Specificdly, NYPD should:

Determine the proper test frequency and establish atest schedule,
Develop test objectives and establish individual participant assgnments,

Document the test results, including notations of any changes to hardware and
software configurations, and

Implement aformal test result review process to address any open issues.

NYPD Response: “As you indicated, the Department does have a disaster recovery
plan in place for its SPRINT operations. The Police Department’'s Management
Information Systems Division is currently findizing the development of a forma testing
procedure for this plan that will contain the e ements specified in the recommendation. In
addition, MISD has decided to conduct a test every sx months. The next ted,
scheduled for June 2002, will include specific test objectives and participant
assgnments, we will document test results. After each test the project leaders will meet
with the Systems Programming Section/SPRINT Section Manager and MISD’s
Technicd Director to review and address al aspects of the test.”

Attempt to expedite the gpproval process of the contracting for the non-SPRINT
disaster recovery services by ensuring that al necessary items for approval arein place.
In this regard NYPD should contact each gpprova agency to emphasize the
importance of this backup sysem and to determine what information that agency il
needs to receive before it gpproves the contracting.

NYPD Response: “The Department recognizes the importance of having a disaster
recovery plan for its non-SPRINT computer operations. That iswhy it is in the process
of contracting with IBM to provide such a plan. The Agency’s Chief Contracting
Officer is atempting to expedite the approva process for this contract by anticipating
and providing dl of the information needed by the contract gpprova oversght agencies.
At the present time he is working with IBM and the City’s Law Department to address
any issues. The gpprovals of the Mayor’'s Office of Contracts and the Comptroller’s
Office must dso be obtained. These approvas are expected to take about two
months.”




A\ POLICE DEPARTMENT

Office of Management Analysis and Flanning
One Police Plaza, Room 1403

May 28, 2002

Mr. Roger D. Liwer

Assistant Comptroller for Audits
The City of New York

Office of the Comptroller

1 Centre Street, Room 1100
New Yorl, N.Y. 10007

Re: Mainframe Data Center
Draft
[Audit # TAD2-156]

Dear Mr. Liwer;

The following is the Department’s response to the above
report. We welcomed the opportunity to review this draft report and
comment upon the audit’s findings and recommendations. Furthermore,
we wish to thank the Comptroller for providing an extension to reply to
the report.

It is gratifying that the Comptroller found that the *NYFPD
has adequate physical security controls, computer system controls, and
operational and general controls in place to ensure that the data center
is adequately saleguarded.”

In addition to the important finding stated above, the report
contains two recommendations. We agree to implement both.

Recommendation # 1;Establish formal testing procedures as
part of SPRINT's Disaster Recovery
Plan.

As you indicated, the Department does have a disaster
recovery plan in place for its SPRINT operations. The Police
Department’s Management Information Systems Division is
currently finalizing the development of a formal testing
procedure for this plan that will contain the elements
specified in the recommendation. [n addition, MISD has
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decided to conduct a test every six months. The next test,
scheduled for June 2002, will include specific test objectives
and participant assignments; we will document test results.

Aflter each test the project leaders will meet with the Systems
Programming Section/SPRINT Section Manager and MISD's
Technical Director to review and address all aspects of the
test.

Recommendation #2: Attempt fo expedite the approval
process of the contracting for the non-
SPRINT disaster recovery services by
ensuring that all necessary items for
approval are in place.

The Department recognizes the importance of having a
disaster recovery plan for its non-SPRINT computer
operations. That is why it is in the process of contracting
with IBM to provide such a plan, The Agency’s Chiel
Contracting Officer is attempting to expedite the approval
process for this contract by anticipating and providing all of
the information needed by the contract approval oversight
agencies. Al the present time he is working with |BM and the
City’s Law Department to address any issues. The approvals
of the Mayor's Office of Contracts and the Comptroller’'s
Office must also be obtained. These approval are expected to
take about two months.

We appreciate the Comptroller’s efforts to conduct the audit
and prepare the report. We hope your office found that the Department
demonstrated its policy of cooperation with the Comptroller’s office
during the course of the audit.

If you have any questions concerning this response, please
call Deputy Audit Coordinator Michael Manzolillo at 646-610-8365.

Sincerely,

f
g Y
Joanne
Assistant Chiel

Commanding Officer
Copy: M. Manzolillo
Mayor's Office of Operations



