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COMPTROLLER

To the Citizens of the City of New York

Ladies and Gentlemen:;

In accordance with the responsibilities of the Compitroller contained in Chapter 5, 8 93, of the New Y ork
City Charter, my office has performed an audit of the development and implementation of the Department
of Investigation Livescan Fingerprint System. The results of our audit, which are presented in this report,
have been discussed with officids of the Department of Investigation, and their comments have been
considered in preparing this report.

Audits such asthis provide a means of ensuring that City agencies are developing computer sysemsin an
efficient, timely, and cogt-effective manner.

| trust thet this report contains information that is of interest to you. If you have any questions concerning
this report, please contact my Audit Bureau at 212-669-3747 or e-mail us at audit@Comptroller.nyc.gov.

Very truly yours,

@ Thorpar ),

William C. Thompson, J.
WCT/gr

Report: 7TA04-067
Fled: April 6, 2004
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The City of New York
Office of the Comptroller
Bureau of Financial Audit
EDP Audit Division

Audit Report on the
Development and | mplementation of the
Department of | nvestigation
Livescan Fingerprint System

7A04-067

AUDIT REPORT IN BRIEF

We performed an audit on the development and implementation of Livescan, an
automated fingerprinting system, by the Department of Investigation (DOI). Livescan captures
and transmits fingerprint images electronically. The system significantly reduces the turnaround
time for fingerprint checks and eliminates the need to resubmit to the State fingerprints that have
been rejected because of poor image quality.

Audit Findings and Conclusions

Livescan meets DOI’s initial business and system requirements for capacity to transmit
information to and receive information from the New York State Division of Crimina Justice
Services (DCJS). According to our user survey, users of Livescan are generally satisfied with
the system because it reduces turnaround time. Further, the system alows for future changes and
periodic upgrades. In addition, DOI complied with the applicable New York City Procurement
Policy Board (PPB) rules when procuring the system. However, athough DOI stated that it had
implemented all of the four system components included in the origina contract, it could not
demonstrate that the Cardscan subsystem is operational. Moreover, DOI did not follow a
system-development life-cycle methodology, nor did it provide for an independent quality-
assurance test of the system. Therefore, we could not determine whether Livescan would, as a
finished product, meet the overall goals as stated in the system justification. Also, although DOI
has included Livescan in its disaster recovery plan, the plan is not complete.

During fieldwork, we noted that: DOI does not ensure that passwords for the Livescan and
the DCJS computer system (Secure Services) are periodically changed; the system firewall
security is below DOI standards; security policies are not up-to-date; and DOI does not adequately
monitor security violations. In addition, DOI lacks an adequate fire suppression system to protect
Livescan. Finally, DOI did not ensure that it has access to the Livescan source code in the event
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that the vendor, Comnetix Computer Systems (Comnetix), goes out of business or is otherwise
unavailable and programming changes are required.

Audit Recommendations

To address these issues, we recommend that DOI:

Ensure that the Cardscan subsystem is operational and that appropriate personnel are
trained in its operation.

Follow a formal systems-development methodology for al future systems-
development projects and engage an independent quality assurance consultant or
assign an employee to monitor and review development work, as well as any system
enhancements to Livescan. In addition, DOI should develop formal acceptance-sign-
off procedures to ensure that al system requirements are compl eted.

Develop procedures to determine whether an event is sufficiently serious to invoke its
disaster recovery plan. In addition, DOI should formalize agreements with the
vendors to provide software supplies and equipment and with Dol TT regarding the
aternate processing site. Finally, DOI should periodically test the disaster recovery
plan.

Address the user concerns revealed in our survey. In that regard, DOI should consider
including help menus and screens and formats that are easier to use and providing
additiona training to those users who reported that they had limited knowledge of the
gystem.

Ensure that its employees periodically change their passwords for Livescan and
Secure Services.

Upgrade its CISCO PIX firewal version to the standards set by its CISAFE
(Citywide Information Security Architecture Formulation and Enforcement) unit.

Establish forma procedures to document and report system-access violations, and
review and follow up on all reported violations. In addition, DOI should ensure that
maintenance of security documentation is accurate and complete.

Install a fire-suppression system that would protect the equipment. In addition, DOI
should document the fire prevention procedures in effect at its Chambers Street
facility.

Obtain the Livescan source code in case the vendor should become unavailable.
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INTRODUCTION

Background

DOI assures integrity in City government through investigations and studies initiated by the
Mayor, the City Council, or the DOl Commissioner, or in response to complaints from the general
public and City employees. The Inspectors General and investigative staff of DOI conduct criminal
investigations into alegations of corruption and fraud perpetrated by City employees, contractors
doing business with the City, and people receiving benefits from the City. DOI staff also analyzes
and studies various aspects of City government to identify management practices, operations, and
programs in need of improvement, and to recommend drategies that will help agencies limit
opportunity for criminal misconduct and waste.

Prior to May 24, 2002, DOI performed background checks of existing and prospective City
employees as well as those of City-licensed programs, such as child-care, home care, and family
shelter programs, by fingerprinting individuals and sending the prints to DCJS. The background-
check process took some time to complete; it entailed taking fingerprints manually, mailing the
fingerprint cards to DCJS through the U.S. Postal Service, and then, after the cards had arrived at
DCJS, waiting four to six weeks to receive the results.

On May 24, 2002, DOI implemented an automated fingerprinting system known as
Livescan. The Livescan system, which has been implemented at DOI and at Police Department
precincts throughout the City, captures and transmits fingerprint images electronically. The
system significantly reduces the turnaround time for fingerprint checks and eliminates the need
to resubmit fingerprints that have been rejected because of poor image quality.

Livescan was procured through a New York State Office of General Services
regquirements contract in accordance with the PPB rules. DOI selected Comnetix to provide the
system and five years of maintenance at a cost of $199,400. Specifically, Comnetix was to
provide a system consisting of the following components:

Livescan Fingerprint Subsystem: Software and hardware equipment to record
fingerprints. The fingerprint images were to be compressed using a FBI-approved
compression algorithm.

Cardscan Subsystem: Software and hardware that enables users to print copies of
fingerprint images. This subsystem is intended as a backup to the Livescan
subsystem component.

Integration Module Equipment: Enables equipment to transmit fingerprints to and
receive responses from DCJS in accordance with the New York State Crimina
Justice Electronic Fingerprint Transmission Standards.
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The Integrated System: Ensures that the above components interface with each other
and that the system complies with the New York State Criminal Justice Electronic
Component Interface Standards.

Objectives
The audit objectives were to determine whether:
Livescan meets DOI’ s initial business and system requirements;

The system design allows for future enhancements and upgrades;

Livescan, as afinished product, will meet overal goals as stated in the system
justification;

Livescan was procured in compliance with PPB rules,

DOl followed aforma system-development methodology when developing Livescan;
and,

Livescan has been incorporated into DOI’ s disaster recovery plan.

Scope and M ethodology

Our fieldwork was conducted from September 2003 through December 2003. To achieve
our audit objectives, we interviewed DOI officials and:

(@D} Reviewed specification documents, contracts, purchase orders, and other system-
related documentation,;

2 Conducted a system walk-though;
3 Tracked system transactions to test whether the system performed as intended;

4) Reviewed DOI’s records concerning regjected fingerprint-check transactions to
determine whether Livescan decreased the incidence of such rgjections; and

) Tested compliance to all applicable PPB procurement criteria including provisions
for using state requirements contracts.

In addition, we conducted a satisfaction survey d DOI's 14 Livescan users (all of whom
responded) and four employees in City agencies who act as contacts for the licensed programs
(three of the four individuas responded; the individual who did not respond is an ACS employee).
The general purpose of the survey was to determine whether users are satisfied with the system,
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whether they have been appropriately trained, and what changes they would like made to the
system.

We used Comptroller’s Internal Control and Accountability Directive 18, Guidelines for
the Management, Protection and Control of Agency Information and Information Processing
Systems, al relevant sections of the PPB rules, and DOI’'s Citywide Information Security
Architecture Formulation and Enforcement (CISAFE) standard. Since the City has no formal
system-development methodology, we used the National Institute of Standards and Technology
Special Publication 500-233, A Framework for the Development and Assurance of High Integrity
Software, to assess whether DOI had followed a formal methodology.

This audit was conducted in accordance with generaly accepted government auditing
standards (GAGAS) and included tests of the records and other auditing procedures considered
necessary. This audit was performed in accordance with the audit responsibilities of the City
Comptroller, as set forth in Chapter 5, § 93, of the New Y ork City Charter.

Discussion of Audit Results

The matters covered in this report were discussed with DOI officials during and at the
conclusion of this audit. A preliminary draft was sent to DOI officials and discussed at an exit
conference held on February 23, 2004. On March 5, 2004, we submitted a draft report to DOI
officials with a request for comments. We received a written response from DOI officias on
March 19, 2004. In their response, DOI officids agreed with the six of the nine
recommendations and partially agreed with the three remaining recommendations, but disagreed
with the corresponding findings, namely that: DOI did not demonstrate that the Cardscan
subsystem is operational; did not follow a formal system-development methodology; and did not
develop a complete disaster recovery plan.

The full text of the DOI response is included as an addendum to this report.
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FINDINGS AND RECOMMENDATIONS

Livescan meets DOI’s initial business and system requirements for capacity to transmit
information to and receive information from DCJS and according to our survey, users are
generally satisfied with the system because it reduces turnaround time. Further, he system
allows for future changes and periodic upgrades. In addition, DOI complied with the applicable
PPB rules when procuring the system. However, although DOI stated that it had implemented
all of the four system components included in the original contract, it could not demonstrate that
the Cardscan subsystem is operational. Moreover, DOI did not follow a system-development
life-cycle methodology, nor did it provide for an independent quality-assurance test of the
system. Therefore, we could not determine whether Livescan would, as a finished product, meet
the overall goals as stated in the system justification. Also, athough DOI has included Livescan
in its disaster recovery plan, the plan is not complete.

During fieldwork, we noted that: DOI does not ensure that passwords for the Livescan and
the DCJS computer system (Secure Services) are periodically changed; the system firewall
security is below DOI standards; security policies are not up to date; and DOI does not adequately
monitor security violations. In addition, DOI lacks an adequate fire suppression system to protect
Livescan. Finally, DOI did not ensure that it has access to the Livescan source code in the event
that Comnetix goes out of business or is otherwise unavailable and programming changes are
required.

These issues are discussed in the following sections of the report.

The Cardscan Subsystem |s Not Oper ational

As indicated previoudly, there were four components to the Livescan project. One of
these components, the Cardscan subsystem, was intended as a backup to the Livescan Subsystem
if transmission problems arose between Livescan and DCJS. According to DOI officias,
Cardscan was developed and installed; however, they were unable to demonstrate the operation
of the Cardscan system to us. Therefore, we could not verify DOI’s assertion that Cardscan is
installed and operational or determine whether it functions as intended.

System-Development M ethodol ogy

DOI did not employ a forma system-development methodology when it developed
Livescan. Comptroller’s Directive 18, 8§ 9.5.1, dtates that following “a forma system development
methodology to manage the development process’ can hep “insure the success of system
development projects.” In addition, DOI officials stated that the Livescan modules needed for data
transmission between Livescan and DCJS were successfully tested. However, DOI did not maintain
the test scripts, fina testing results, or acceptance certificates for Livescan. Therefore, we cannot
determine whether al the system tasks and requirements were thoroughly tested and completed.
Furthermore, we attribute the inability of DOI to demonstrate that Cardscan is operationa and its
failure to maintain testing documentation to its not having an individual to ndependently provide

6 Office of New York City Comptroller William C. Thompson, Jr.




quality assurance to the project. Directive 18, § 9.5.1 recommends that for critical projects,
agencies use an independent quality assurance individual to assist the agency in monitoring and
reviewing the work of the development team. Such an individual would have ensured that
applications, systems, and programs were developed and implemented in accordance with DOI
intentions.

Disaster Recovery Plan |s Not Complete

Although our review revedled that DOI included Livescan in its disaster recovery plan,
we found that the plan, as a whole, is incomplete. Specifically, DOI's Technology Division
developed an outline of the applications that would be restored should a disaster occur, a contact
list of personnel critical to continuing system operation, and an aternate processing site at the
Department of Information Technology and Telecommunications (Dol TT) to be used in case of a
disaster at DOI. However, DOI’s plan does not include: procedures to determine whether an
event is sufficiently serious to invoke the plan, a formal agreement with vendors to provide
software supplies and equipment, a formal agreement with DolTT for the alternate processing
site, and procedures for manual processing and testing.

User Satisfaction

Our user-satisfaction survey revealed that system users are generally satisfied with its
operation. However, seven of 14 DOI users indicated that they would like to see minor changes
made in Livescan. These changes include help menus, and screens and formats that are easier to
use. In addition, Comnetix generally provided a half-day of training on the system’s operations.
Three DOI employees who received this half-day of training stated that they felt their knowledge
of the system was limited because of poor training.

Other |Issues

During fieldwork, we noted that DOI employees are not required to change their
passwords periodically when logging on to Livescan and to the DCJS computer system, Secure
Services. Livescan requests information on fingerprints taken by DOI from Secure Services, which
stores records of arrests and convictions from the State and the federal government. Directive 18, 8§
8.1.2, states that “active password management includes insuring that users are forced to change
passwords periodically.” Periodic password changes provide an additiona layer of security to
ensure that only authorized users access the systems.

In addition, although DOI uses the CISCO PIX firewall to protect the internal network
from the externa network, the version used does not meet the standards set by its CISAFE unit.
The higher version would allow DOI to incorporate changes and add new features to the firewall
protecting the Livescan system.
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Further, DOI does not adequately monitor security violations as it has no procedure in
place to ensure that violations are documented and reviewed. Such procedures would help DOI
to identify patterns of security violations and to ensure that proper controls are instituted to
prevent unauthorized access to Livescan. Directive 18, 8§ 11.5, states that “a review of security
violations will highlight unresolved problems or weaknesses in internal controls and may show
patterns of failure and abuse requiring remedial action.”

Moreover, athough DOI has undergone organizational changes, its security
documentation has not been periodically updated. For example, the documentation refers to
computer personnel who no longer work for DOI. Obviously, these individuals should have
been removed from the documentation. As another example, the documentation refers to
responsibilities of the Division of Information Systems and Computers. This unit, however, was
split into two separate units— CISAFE and Information Technology. It is important for DOI to
perform periodic updates to its security documentation to match the actual functions of its
respective units.

DOI has an inadequate fire suppression system protecting Livescan at its Maiden Lane
facility, and it could not provide documentation of its fire prevention efforts for its Chambers
Street facility. Directive 18, § 7.0, states, “Protection from . . . damage by fire [and] water, . . .
and loss of power are al elements of physical security.” During our walk-through, we noted that
the Maiden Lane building’s sprinkler system uses water, not chemicals, to extinguish fires.
Because water could damage the computer equipment, DOI should install a fire-suppression
system that would protect the equipment.

Finally, DOI does not have access to the Livescan source code. Comnetix owns the code
and maintains the system. According to DOI's Chief Contracting Officer, in the event that
Comnetix goes out of business or is otherwise unavailable, the agency could not support
Livescan without having its source code, which would thereby necessitate the development of a
replacement system.

Recommendations

DOI should:

1. Ensure that the Cardscan subsystem is operational and that appropriate personnel are
trained in its operation.

DOI Response: “The Cardscan subsystem is fully operational and appropriate personnel
are trained in its operation. In the event the Livescan scanner is not in service, the
subsystem will be used to print out pedigree information and prints for the person to be
fingerprinted.

“Operation of the Cardscan subsystem was demonstrated to the Comptroller’s auditors
during the exit conference. A sample copy of the card produced by the subsystem is
attached.”
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Auditor Comment: At the exit conference, the Director of the Background, Vendex,
Complaints, and Fingerprinting Unit demonstrated that Cardscan was operational. But at
no time during the audit or at the exit conference did DOI demonstrate that appropriate
personnel are trained in its operation or indeed that any users could operate Cardscan.
Further, the Director agreed with the auditors that the users' ability to operate this module
was never demonstrated and would be corrected.

2. Follow a formal systems-development methodology for al future systems
development projects and engage an independent quality assurance consultant or
assign an employee to monitor and review development work, as well as any system
enhancements to Livescan. In addition, DOI should develop forma acceptance-sign-
off procedures to ensure that all system requirements are compl eted.

DOI Response: “Although no formal systems-development methodology was followed,
the steps within the entire process could be mapped to a forma systems development
methodology. For example, The US Department of Justice's System Development Life
Cycle (SDLC), has 10 phases. (1) Initiation, (2) System Concept Development, (3)
Planning, (4) Requirements Analysis, (5) Design, (6) Development, (7) Integration and
Test, (8) Implementation, (9) Operations and Maintenance, and (10) Disposition. All of
the documents provided to the Comptroller’s Office by DOI beginning with the letter to
the OMB Budget Director by the former DOI Deputy Commissioner for Administration
defining the problem and the project scope, in our opinion, can be mapped perfectly to
the first four phases of DOJs SDLC. Phases 5 and 6 are a combination of DCJS's and
the Vendor's responsibilities as found in the DCJS Civil Fingerprinting System
(CFS)_Requirements Document and the Comnetix Certified Applicant Processing
System (CAPS) Record Transfer Interface document, which contains the data definition
specifications per NIST, the State and the FBI. Phases 7 and 8 can be found on Page 10
of the DCJS Civil Fingerprint System (CFS) Requirements Document. Phase 9
responsibilities are shared by the technical, operations and development staff of DCJS,
the software vendor and DOI. Phase 10 can be mapped to the Livescan archival process
explained in the DOI Disaster Recovery/Business Continuity Plan. DCJS specifies the
changes and enhancements to the system, and the software vendor has to adhere to those
specifications.

“Attached is a statement from DCJS dated 2/23/04, indicating that DOl successfully
completed the *Interagency Test Plan for Civil Store and Forward.’

“As aresult, of the completion of the testing, DOI’s plan for production implementation
was approved.

“DOI is committed to adopting the U.S. Department of Justice's System Development
Life Cycle guiddlines for al future systems development projects. Furthermore,
inasmuch as engaging the services of a Quality Assurance Consultant is not feasible at
this time due to the current fiscal situation, DOI will assign an agency employee to
monitor and review new development work, as well as, any system enhancements to
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Livescan. Formal acceptance sign-off procedures will be developed and implemented to
ensure that all system requirements are completed in accordance with specified SDLC
guidelines.”

Auditor Comment: DOI agrees with the report’s finding that no formal methodology was
followed and also agrees to implement the audit’' s recommendation, but indicates that the
entire process could be mapped to the U.S. Department of Justice’s System Devel opment
Life Cycle methodology. What DOl must understand is that following a specific
methodology from the beginning is quite different from showing a process after the
project is completed. A system-development methodology allows the project manager
and the project team to manage the development on a systematic, day-to-day basis,
thereby linking the project’s development to a given set of expectations (deliverables and
due dates) and at the same time significantly alleviating the risks inherent in agency
systems development projects. Such methodologies help to ensure that system devel opment
efforts are conducted in a structured, logical, organized, and efficient manner and that
gystems meet their objectives.

3. Deveop procedures to determine whether an event is sufficiently serious to invoke its
disaster recovery plan. In addition, DOI should formalize agreements with the
vendors to provide software supplies and equipment and with Dol TT regarding the
aternate processing site. Finally, DOI should periodically test the disaster recovery
plan.

DOl Response: “DOI’s Information Technology (IT) Unit has developed a Disaster
Recovery/Business Continuity Plan, in accordance with the procedures set forth in
Comptroller's Directive 18, Section 10. DOI currently has formalized contract
agreements (referred to as Requirements Contracts) with all Vendors it utilizes to provide
software supplies and equipment. Appendix G of the Disaster Recovery Plan contains a
list of approved vendors and their respective products (hardware and software) along with
their telephone number, contract/service agreement numbers, and expiration date.

“DOI will seek to formalize an agreement with Dol TT concerning an aternate processing
ste. Once established, the warm site will be equipped with al the hardware and software
needed to recover business operations. IT unit staff will be responsible for installation and
maintenance of all equipment.

“DOI will conduct periodic testing of its disaster recovery plan using mock scenarios to
ensure that it works properly. Adjustments to the plan will be made as needed.”

Auditor Comment: DOI indicates that it has developed a Disaster Recovery/Business
Continuity Plan, but later states in its response that it will seek to formalize an agreement
with DolITT concerning an alternate processing site and will conduct periodic testing of
its plan. For a plan to be complete, all facets of the plan must be in force and tested. That
said, DOI must till complete the open items mentioned before its plan can be compl ete.
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4. Address the user concerns revealed in our survey. In that regard, DOI should consider
including help menus and screens and formats that are easier to use and providing
additional training to those users who reported that they had limited knowledge of the
system.

DOI Response: “DOI will address user concerns revealed in the Comptroller’s survey by
asking al unit staff if they require additiona training. The unit head will subsequently
provide training in those areas where staff indicate they are deficient. Additionally, the
Livescan system has a help menu which staff can access as needed. It is not feasible to
change screen formats, as the Livescan system must be in compliance with DCJS
specifications.”

5. Ensure that its employees periodically change their passwords for Livescan and
Secure Services.

DOI Response: “DOI has implemented a password policy for the Livescan workstations
forcing unique password changes every 90 days. DOI has no control over the password
policy for Secure Services which belongs to DCJS. Attached is an email from Connie
Snyder, DCJS, dated 3/3/04, indicating that there is no automatic password aging in the e-
justice system. However, DCJS has recently purchased a new security system that includes
the feature to automatically expire passwords and notify users. Implementation of the
security system isin the works, athough no definite date has been set by DCJS.”

6. Upgrade its CISCO PIX firewall version to the standards set by its CISAFE unit.

DOI Response: “DOI will be upgrading the CISCO PIX firewall software versions
during the routers and switches rollout in April, 2004, thereby bringing it into compliance
with the standards set forth by the agency’s Citywide Information Security Architecture
Formulation Enforcement (CISAFE) unit.”

7. Edtablish formal procedures to document and report system-access violations, and
review and follow up on al reported violations. In addition, DOI should ensure that
maintenance of security documentation is accurate and complete.

DOI Response: “All of these issues will be addressed with the Workstation Server rollout
scheduled to be completed in March, 2004. There is firewall and intrusion detection
software in the workstations that will maintain alog of such incidents on the workstation.
Moreover, DOI will implement an intrusion detection system on the network for traffic
anaysis and on servers for host-based anaysis. In addition, DOI will ensure that
maintenance of security documentation is accurate and complete.”

8. Instal a fire-suppression system that would protect the equipment. In addition, DOI
should document the fire prevention procedures in effect at its Chambers Street
facility.
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DOl Response: “In response to this recommendation DOI contacted George Sultana,
Executive Director, Facilities Operations, Department of Citywide Administrative
Services (DCAS). According to Mr. Sultana, DCAS would need to perform a feasibility
study through its engineering staff to evaluate whether it is possible to install a fire
suppression system. Based upon his knowledge, Mr. Sultana indicated that such a system
would be prohibitively expensive. However, DOI will continue to seek information as it
relates to cost and feasibility prior to making a final determination. It should be noted
that this is not considered a critical function of the Department, as fingerprinting could be
performed at an aternate location if necessary.

“According to Mr. Sultana, the 49-51 Chambers Street Facility has a stand pipe and fire
aarm in the lobby of the building which is in compliance with Fire Department code.
There are fire extinguishers located within the confines of the Fingerprint Unit in close
proximity to the Livescan system.”

9. Obtain the Livescan source code in case the vendor should become unavailable.

DOI Response: “DOI will explore the possibility of negotiating an amendment to the
Lifescan contract with Comnetix, wherein the company would be asked to turn over the
source code for the Lifescan project in the event it goes out of business. Alternatively,
DOI would ask Comnetix to train IT staff using system documentation. Enforcement of
the terms of the amendment will be explored with the agency’ s General Counsel.”
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ADDENDUM
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Department of Investigation

RoOsE GILL HEARNM
CoOMMISSIOMNER

BO MAIBEN Lame
MNEWw YoRK, NY 109035
212-823-3500

March 19, 2004

(rreg Brooks

Deputy Comptroller

Policy, Andits, Aceountancy & Contracts
Office of the Comptroller

Executive Offices

| Centre Straet

New York, NY 10007

Ra:  Audit Report on the Development and Implementation of the Departmen: of
Investigation (“DOI*) Livescan Fingerprint Svstem (7A04-067)

Dear Mr. Brooks:

This letter is in response to the draft audit report issued by the Comptroller’s
Office, dated March 5. 2004, pursuant to its audi on the Development and
Implemnentation of the Department of Investisation's Livescan Fingerprint System
(7TA04-067). Ag requested. included belaw, are DOI's responses to the Comptroller's
recommendations,

Recommendation:

[. Ensure that the Cardscan subsystem is operational and thar Appropriate personne
are trained in 1ts operation.

DOT Response:

The Cardsean subsystem is fully operational and dpprepriate personnel are trained
In 1t8 eperation, In the event the Livescan 5CANNET i3 N0t in service. the subsvstem
will be used to print out pedigree information and prints for the person to be
fingerprintad.



ADDENDUM
Page 2 of 15

Mr. Grag Brooks

Re: Audit Livescan Fingerprint System
March 19, 2004

Page 2

Operation of the Cardscan subsystem was demonstrated to the Comptrofler’s
audlitors’ during the exit conference. A sample copy of the card produced by the
subsvstem is attached,

Recommendation:

2. Follow a formal systems-development methodology for all future systams-
development projects and engage an independent quality assurance consultant or
assign an employee to monitor and review development work, as well as any
system enhancements to Livescan. In addition, DOI should develop formal
acceptance-sign-off procedures 0 ensure that all system requirements are
completed.

DOI Response:

Although no formal systems-development methodology was followed. the steps
within the entire process could be mapped to a formal svstems development
methodology.,  For example, The US Department of Justice's Systern
Development Life Cyele (SDLC). has 10 phases: (1) Initiation, (2) System
Concept Development, {3) Planning, (4) Requirements Analysis. (3) Design, (6)
Development, (7) Integration and Test, (%) Implementation, (9) Operations and
Maintenance, and (10) Disposition. All of the documents provided to the
Comptroller’s Office by DOI beginning with the letter to the OMB Budget
Director by the former DOI Deputy Commissioner for Administration defining
the problem and the project scope, in our opinion, can be mapped perfectly to the
first four phases of DOI's SDLC. Phases 5 and 6 are a combination of DCIS s
and the Vendor's responsibilities as found in the DCJS Civil Fingerprinting
System (CF5)_Requirements Documnent and the Comnetix Certified Applicant
Processing Svstern (CAPS) Record Transfer Interface document, which contains
the data definition specifications per NIST, the State and the FBI,  Phases 7 and
8 can be found on Page 10 of the DCJS Civil Fingerprint System (CFS)
Requiremenis Document. Phase 9 responsibilities are shared by the technical.
operations and developmeant staff of DCJS, the software vendor and DOI Phase
10 can be mapped to the Livesean archival process explained in the DOI Disastar

Recovery/Business Centinuizy  Plan, DCIS specifizs the changes and
enhancements to the system, and the software vendor has to adhere to thoge
specifications.

Attached 15 a statement from DCIS dated 22304, indicating that DOI
successfully completed the "Interagency Test Plan for Civil Store and Forward, "
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Page 3 of 15

Mr. Greg Brooks

Re: Audit Livescan Fingerprint Systemn
March 19, 2004

Page 3

As a result. of the completion of the testing. DOI's plan for preduction
implementation was approved.

DOI is committed to adopting the U.S. Department of Justice's System
Development Life Cycle guidalines for all future svstems development projects.
Furthermore, inasmuch a3 engaging the services of a Quality Assurance
Consultant is not feasible at this time due to the current fiscal situation, DOT wil]
assign an agency employee ta monitor and review new development work, as well
a5, any system enhancements to Livescan. Formal aceeptance sign-off proecedures
will be developed and implemented to ensure that all systern requirements are
completed in accordance with specified SDLC guidelines,

Recommendation:

3. Develop procedures to datermine whetker an event i sufficiently serious to
invoke jts disaster recovery plan, In additien, DOJ should formalize agreements
with the vendors ta provide software supplies and equipment and with DolTT
regarding the alternate processing site. Finally, DOI should periodically test the
disaster recovery plan.

DOI Response:

DOI's  Information Technology  (IT)Unit  has developed a  Disaster
Recoverv/Business Continuity Plan. in accordance with the procedures set forth in
Comptroller's Directive 18, Section 10, DOTI currently has formalized contract
agrezments (referred to as Requirements Contracts) with all Vendors it utilizes to
provide software supplies and equipment. Appendix G of the Dizaster Recovery
Flan contains a list of approved vendors and their respective products (hardware
and software) along with their telephone number, contractservice agreement
numbers, and expiration date.

- DOI will seek to formalize an agreement with DolTT concerning an altemate
processing site. Once established, the warm site will be equipped with al] the
hardware and sofiware needed to recover business operations. IT unit staff will
be responsible for installation and maintenance of all equipment.

DOIL will conduct periedic testing of its disaster recovery plan using mock
scenarios to ensure that it works properly. Adjustments to the plan will be made
as needed.
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Recommendation:

+ Address the user concerns revealed in our survey, In that regard. DOI should
consider including help menus and screens and formats thar are easier to use and
providing additional training to those users who reported that they had Iimited
knowledge of the svstem,

DOI Response:

DOT will address user concerns revealed in the Comptroller's survey by asking all
unit staff if they require additional traming. The unit head will subsequently
provide training in those areas where staff indicate they are deficiert.
Additionally, the Livescan system has a help menu which staff eap access as
needed. It is not feasible to change screen formats, as the Livesean system must
be in compliance with DCIS specifications,

Recommendation:

3. Ensure that its employees periodically change their passwords for Livescan and
Secure Services,

DOI Response;

DOT has implemented a password policy for the Livescan workstations forcing
unique password changss every 90 days. DOI has no control over the password
policy for Securs Services which belongs 1o DCJS. Attached is an e-mail from
Connie Snyder. DCIS, dated 3/3/04, indicating that there i no automatic
password aging in the e-justice system, However, DCJS has recently purchased a2
new security system that includes the feature ta automatically expire passwords
and notify users. Implementation of the security system is in the works. although
na definite date has been set by DCJS.

Recommendation:

6. Upgrade its CISCO PIX firewal] version to the standards set by its CISAFE unit,

DOI Response:

DG will ‘he upgrading the CISCO PIX firewal! software versions during the
routers and switches rollour in April, 2004, thereby bringing it inw compliance
with the standards set forth by the ageney’s Citvwide Information Security
Architecture Formulation Enforcement (CISAFE) unit.
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Recommendalion:

7. Establish formal procedures to document and TepOIT system-access violations, and
review and follow up on all reported violations. In addition, DOJ shauld ensure
that maintenance of securitv documentation is accurate and complete.

DOI Response:

All of these issues will be addressed with the Workstation Server rollont
scheduled to be completed in March, 2004. There is firaewall and intrusion
detection saftware in the workstations that wil] maintain a log of such incidents
on the workstation. Moreover, DO will implement an intrusjon detection system
en the network for traffic analysis and on servers for host-based analysis. In
addition, DOI will ensure that maintenance of security documentation is accurate

and completes.

Recomtniendation:

8. Install a fire-suppression system that would protect the equipment. In addition,
DOI should document the fire prevention procedures in effect at irs Charnbers

Street facility.

DOI Response:

In response to this recommendation DOI contacted George Sultana, Executive
Director, Facilities Operations, Department of Citywide Administrative Services
(DCAS). According to Mr. Sultana, DCAS would need to perform a feasibility
study through its engincering staff to evaluate whether it is possible to install a
fire suppression system. Based upon his knowledge. Mr, Sultana indicated that
such a system would be prohibitively expensive. However, DOT will continue to
seck Information as it relates 1o cost and feasibility prior to making a final
determination. It should be noted that this is not considered a criticyl function of
the Department, as fingerprinting could bhe performed at an aliernate location if

necessary,

According to Mr. Sultana, the 49-51 Charnbers Steet facility hus a stand pipe and
fire alarm in the lobby of the building which is in compliance with Fire
Department code. There are fire extinguishers located within the confings of the
Fingerprint Unit in close proximity to the Livescan systam, -
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‘Recommendation:

9. Obtin the Livescan source code in case the vendor shoyld become unavailable,

DOI Response:

DOT will explore the possibility of negotiating an amendment to. the Lifescan
contract with Comnetix, wherein the company would be asked to turn ovar the
saurce code for the Lifescan projact in the evenr it gocs out of business.
Alternatively, DOI would ask Comnetit 0 train IT swaff wsing system
documentation. Enforcernent of the terms of the amendment will be explored with
the agency's General Counsel.

I would like to take this opportunity to thank vour staff for their graciousness
during the entire audit process. Should you have any questions with respect tg DOI's
response to the findings and recommendations, please contact Ang E. Albino, Audit

Coordinater, at (212) 825-2400.

Very truly yours,

aww%vé’/ﬁ '

nice English
Deputy Commissioner

Attachments

e Rose Gill Heam, Commissionar
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| PEGGY TIERM

EY - Slerg and Forward Testi?\éﬂd

"Giammatiel, Cindy (DCJE)" <Cincy Giammatizi@dcs state.ny us>

From:
Ta: “plierney@ doinye gove
—— Date: 22304 11:03AM
.- Subject: Siore and Forward Taating

According to cocumentation maintained in our files, NYC Dapt af
Investigation Management Background Unit participated in Store and
Forward interageney testing with DCJS during the period 5/20/2002
through 5/22:2002. The NYC Dept of investigation Child Care Unit
participated in Store and Forward interagency testing with DCJS during
the perlog 5/24/2002 through 5/28:2002.

As aresult of successful completion ¢f that testing as well 2s the
successful quality review of the fingerprint images submitted during
that test, DOI's plan for productian implementation was approved.

Cindy Giammatte
NYS DCJS- QA Graup

. Ph:518.485.0083

cindy.giammattei@dcjs state.ny.us

WfrchneitA - &szfmﬁm A2
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NYS Division of Criminal Justice Services (DCJS)
Interagency Test Plan for Civil Store and Forward (S&F)

Eafors Tasting Can Bacip:

DCJS stat? will assign a test time frame, or window, for vour agency to test with us jsiglaigiie
iraplementing Siore & Forward processing in production. Your ageneyv must complets all steps
on the decument titled "Checklist for Storz and Forward Livesean Cardscan Interagency Tast
Readiness” prior to gatting approval to begin testing. '

On the day that testing is scheduled to start. please contast the DCJTS QA Unit ar (518) 4§3-0083
or 0032 to make sure that the system is up and ready before vou sznd the first transaction. You
wiil genzratz transactions based on criteria in the test scripts, below. To the extent that it's
practicable, please send test transactions in the exact manner that vou will be using when vou go
to production and utilize personnel who will be involved in the production environment (not
vetidor or supervisory staff),

Gengral Information (Refer to the EFTS for detailed informatian);

Upon receipt of a S&F transaciion, DCIS will respond with either an acknowledament that the
tramsaction was received (SREACK) or an error response (ERRRED) if the transaction containad
an errer. NVofe: All mandatory fields, per the EFTS document, must be completed with valid datg

- for a transaction to be accepted.

If the transaction vwas Initially aceepted, the fingerprint card(s) will prinit at DCJS and the
required fee will be assessed. Each civil type that is permitted, but not tequired, by law to
includs an FBI card submission must indicate whether an FBI submission should he processed by
use of the appropriate EFTS tag, Each fingarsrint card transaction prnted will be reviewed for
image quality by DCJS staff whe will process the transaction if the print quality is acceptable. If
the fingerpnnt quality review datermines that the fingerprint images are deficient, DCIS staff will
reject the transaction and vou must send a resubrmission with geod prints,

[fthe transaction was initially refected, there are data errors which you must correct heforz
resubmission. (The onz exception is a transaction that is rejected because it's a duplicate.
Obviously, there should be no resend for that). When a transaction is initially rejected, the fee
may De 255¢ssed at that point; ifnot, it will assessed whan the resubmission is processed,
depending upon the particular eror,

Once a print 1s accepted and processed, a processing rasults message will be retumed (SRENYS):
2 NYSID number will be included excepr when the input transaction was a search and returm
submissicn that did not result in an iden:ification,

Note: Some tests, flagged with an asterisk, ars designed to includz data errors. If vou fave
trouble entaring thess due to your system's edits, plaase discuss with DEJS test stafy,

We suggest, but certainly don't requirs, uiing subject nameas which indicate the tagt baing
sent, as we've found that it helps in kseping organized. Fortest £1, send last name ONE
and first name TEST, for test =2 sand Jast name TWO and first name TEST, ctc. For tes;
13 (which ineiudes multiple cards), send the first record as last name THIRTEEN, first
name ONE. the second record as last name THIRTEEN, first name TWQ, etz

(Last pevised 2-20002,



Test Scripts
l. Type:
Purpose;

Cogtmburor

DCIS:

Contghutor:

TCN:

NYSID # from DCJS Processing Result:

T
Pumosa:

i

Contributor:

DCIS:

Contributor:

TCN:
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fage 2

Civil Job Licensa Applicant
Ensure all system components applications ars operational, the transaction
can be processed, all massazes are received,
Transmit a civil transaction with o erors, the appropriate eivil typa, 2ad
good fingerprint images. Ensure that all daa felds are compleated,
including Alias and Contributer Comments,

sturn SREACK, print fingesprint card. Determine that imagzs are
acceptable, Fully procass the transaction and send 3 processing result (non-
ident). '
Confirm the NYSID in the DCJS processing resuit.

Civil Job/Licenss Applicant

Ensure that each of your agency's approved civi] t¥pes can be sent and
processed.

Transmit a separate Civil Job/License Applicant transaction with each
permitted civil type, and good fingerprint images. (See Appendix A) For
any civil fypes whers submission of the FBI card is discrstionary, submijt
cne transaction with the FBI card and ons without,

Rerum SREACK, print fingerprint card. Determine that images ara
acceptable. Fully process the transaction and send 2 processing rasult
(idant).

Confirm the NYSTD in the DCJS processing result, and FBI number if
applicable,

NY'SID % from DCTS Procassing Result;

o
o
L

Contdbutor:

i

CIs:

|

Contpbutor:

TON:

Civil Job/T.icense Applicant

Ensure that the contributor can transmir 2n applicant’s NYSID number to
DCIS and can stors tha NYSID receivad in the processing result if
different,

Transmit a Civil JTob/License Applicant transaction, including a NYSD
nurber, with no etrors and good fingerprint images.

Retum SREACK, print fingsrprint card. Detzrmine that imagzes ars
acceptable and fully process the transaction, The input NYSID iz rot kit
Send a processing rasult with a diffarent NYSID.

Confirm that the NYSID in the DCJS processing result message is stored,

NYSID = from DCJTS Processing Ragule:




- Contabutor:

Contributor:

DCIS:

Contributar:
Ist TON:
2% TON;
ard TCN:

NYSID 7 from DCJS Processing Result:

Tvpe:
Putpose:

Contrbutor:

TCN:
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Civil Job Lieanse Applicant

Ensure that multipte rejzctions and resubmissions of a iransaction can be
handled.

Trapsmit a Civil Job License Applicant transaction with 2 data error (2.2,
a requirad fzld, such as Sex or Race. is missing or the first name i3
invalid) and fingerprint images with quality deficiencies, You will receive
art ERRREJ message fram DCJIS, Cormrect the data ervor and resend the
transaction with the poor quality imazes.

Return SREACK, print fingerprint card. Images are reviewed by DCJS
staif and found to be deficient. Transaction is rejecied; ERRRET i
returmed to contributor. ‘

Receive ERRREJ message. Resubmit the transaction with good quality
fingerprint images.

Return SREACK, pnnt fingerprint card. Determine that imagss are
acceptable. Fully process the transaction and send a processing result
(ident),

Confirm the NYSID in the DCIS processing result.

Cwvil Job/Licenss Applicant

For usars of livescan systems, ensure that contrbutar can flag
amped/bandaged fingers.

Transraitan Civil Job License Applicant transaction with no data errors,
Send only 12 fingerprint images: mark the left ring finger (finger 9) as
"amped’ and the left litile {inger (finger 10) as "bandagad™.

Return SREACK, print fingerprint card. Determine that imagzes are
acceptable, and boxes with missing images are flagsad, Fully procass the
transaction and send a processing result (ident),

Confimm the NYSWD in the DCJS processing result, and P8I number if
applicabla.

NY'SID 2 from DCJS Processing Result;
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Tuvpe: Civil Job License Applicant
Purpose Ensurs tnat your system cail handle recaipt of 2 second processing result
(SRENYS) with a different NYSID thar was onginally reiumed to vou,
DCIS Reject one of the previoustv completed civil transactions above thar

resuited in a non-ident. Usz rajectreason "SAFIS Rasiarn” which will nai
initiate a ERRRET messags to the contibutor. Reprocess the print and
wdent it to @ NYSID number different from the oag sent in the orginal
procass result raspense.
Contributor:  Conflrm that no ERRRE] massaga was raceivad, that the new processing
' result message (SRENYS) was recsived and handlad by vour systern, and
that the new NYSID number was stored appropriately,

TON: Original NYS8IDz:

New NYSID £ frorm DCJS Processing Result:

" Electronic FBI Processing:

Perform this test anly if vour sits will submit eivil FBI transactions and any
resubmissions of rejected FBI submissions to the FBI electronicaliv, via Store and
Forward . -

NOTE: This functionality requires, that your site use Secure Services for DCJS
fingerprint response raps, notifications and electronic responscs from the FRI.

Tyvpe: Civil Job/License Applicant

Purpose: Ensure that multiple resubmissions of transzctions rejected by the FBI ¢can
be processed,

Contmbutor:  Submit a ¢ivil transaction with poor quality images.

rl
CIS: Return SREACK, print fingerprint card. Determine that Images age
acceptable, Fully process the transaction, store tha multiple incident data,
and send a processing result (non-ident). Retumn SRENYS, Modify the
database to indicate that the FBI has rejected the transaction. Return

ERRFBL
Contributor:  Resubmit the FBI transaction with new fingerprint images,
DCJS: Modify the database to indicate that the FBI has rejected the transaction.

Rztum ERRFBL
Contgibutor:  Resubmit the FBI transaction with new fingerprint images,
RCTS: Return SREFBT,

Fingerprint Quality aod Accuracy tests:

5.

Tvpe: Civil JobTicense Applizant ,
Purposs: For users of livascan systams, ensura that yvour system will alert the person

taking fingemprints if fingers are rolled out of order, (Noee: DCTS will
reject transactions with fingars rolled out of order.)

Congribwior:  Roll fingars out of scquence and ensurs that vour sofiware catches the
attor. Reroll the images and transmit the “comectad” card.

DCIS: Retum SREACK, print fingerprint card. Ensure that the images are i the
propar order.

TOW:
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Tpe: Civil Job License Applicant

Purpose: Ensurs that vour system will generas2 fingarprints of acceprabls quality,

Contibutop:  Transmit 10 transactions using imagss from individuals known to he on
the SAFIS svstem at DCIS.

- DCIS: etum SREACK and print fingarprint card for each of the 10 transactians.
‘ Search the images against the database and obtain NYSID rumbers.
Comributer:  Confirm each of the 10 NYSID aumbears to test Image accuracy.
TCN7I: NYSID=
TCONE2: NYSIDE
TCNES: NYSID=
TCNE4: N NYSID=
TCNES: NYSI[DZ
TCN#6: _ NYSIDZ o
TCN#T: NYS[D# L
TCN#S: NYSID#

TONES: NYSID# .
NYSID#

TCNELO:
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From: "snycer, Cornle (DCJS)" <Connie. Snyder@dcs state.ny.us>
To: <ptigrnay@doi.nye gave

Data: 3/3/04 2:41FM

Subject: Fassword Aging

Feg, tofollewun on our phone conversation, currently there ts no
avtomatic password aging in the ejustice system. We have, howaver,
Just recently purchased a new security system that dees include the
fzature to automatically expire passwerds and notify our users of this.
There is no definite timeframe for the implementation of this system but
it Is in the 'works".

Connia Snyder

Chief, Enterprise Development

NYS Divigion Of Criminal Justice Services
eonnia.snyder@dzjs. state.ny.us
(518)485-7328

(518)457-1237{fax)



