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To the Citizens of the City of New York 
 
 
Ladies and Gentlemen: 
 
Pursuant to Chapter 5, Section 93 of the New York City Charter, we performed an audit on the 
controls in the New York City Housing Authority’s Data Center. The results of our audit, which 
are presented in this report, have been discussed with agency officials, and their comments have 
been considered in preparing this report. 
 
Audits such as this provide a means of ensuring that City data centers are protected from 
unauthorized access and will continue to operate in the event of a disaster.   
 
I trust that this report contains information that is of interest to you. If you have any questions 
concerning this report, please contact my audit bureau at 212-669-3747 or e-mail us at 
audit@Comptroller.nyc.gov. 
 
 
 
 
Very truly yours, 

 
William C. Thompson, Jr. 
 
 
WCT/gr 
 
Report: 7A05-118 
Filed:  June 30, 2005 
 



 

Table of Contents 
 
 

AUDIT REPORT IN BRIEF .......................................................................................................... 1 
Audit Findings and Conclusions..................................................................................................... 1 
INTRODUCTION .......................................................................................................................... 2 
Objectives ....................................................................................................................................... 2 
Scope and Methodology ................................................................................................................. 2 
Discussion of Audit Results............................................................................................................ 3 
FINDINGS AND RECOMMENDATIONS................................................................................... 4 
Inadequate Security Controls.......................................................................................................... 4 
Lack of Program Change Control Procedures ................................................................................ 6 
Inventory Lists Not Reconciled Annually ...................................................................................... 7 
Incomplete Disaster Recovery Plan ................................................................................................ 7 
 
 



 

 
1     Office of New York City Comptroller William C. Thompson, Jr. 
 

 

The City of New York 
Office of the Comptroller 

Bureau of Financial Audit 
EDP Audit Division 

 
Audit Report on Controls in the 

New York City Housing Authority’s 
Data Center 

 
7A05-118 

 
 

AUDIT REPORT IN BRIEF 
 

 We performed an audit on the controls in the New York City Housing Authority’s 
(NYCHA) Data Center. NYCHA’s Department of Operations is responsible for the planning, 
development, operations, and maintenance of all computer systems within the NYCHA network.  
The NYCHA Local Area Network (LAN) provides the connection between all of its computer 
systems and the Internet. 
 
Audit Findings and Conclusions 
 
 NYCHA’s computer operations and contingency plans generally comply with 
Comptroller’s Internal Control and Accountability Directive 18.   In addition, NYCHA has an 
Internet Connectivity Plan that conforms to the Department of Investigation’s Citywide 
Information Security Architecture, Formulation and Enforcement Policies.  However, NYCHA 
does not have adequate controls to identify and eliminate the user IDs of inactive users.  In 
addition, there is a lack of written program-change control procedures; computer hardware and 
software items on hand are not annually reconciled with inventory records; and NYCHA’s 
disaster recovery plan does not include its LAN. 
 

Recommendations 
 

NYCHA should: 
 

• Complete and implement procedures for security controls over user accounts. 
 
• Terminate inactive accounts identified in this audit. 
 
• Periodically identify and terminate inactive user accounts.  
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• Implement written procedures for making changes to computer applications and system 
software.  These procedures should contain documentation requirements for user 
testing and acceptance of software changes.   

 
• Reconcile its inventory of hardware and software on an annual basis, as required by 

Directive 18.  
 

• Complete its draft LAN disaster recovery plan and incorporate it into the overall 
agency disaster recovery plan. 

 
INTRODUCTION 

 
Background 
 
 The New York City Housing Authority (NYCHA) provides decent and affordable housing 
in a safe and secure living environment for low- and moderate-income residents throughout the five 
boroughs. To fulfill this mission, NYCHA must preserve its aging housing stock through timely 
maintenance and modernization of its developments.  NYCHA also administers a citywide Section 
8 Leased Housing Program in rental apartments.  In addition, NYCHA works to enhance the quality 
of life at its facilities by offering residents opportunities to participate in a multitude of community, 
educational, and recreational programs, as well as job readiness and training initiatives. 
 
 NYCHA’s Department of Operations is responsible for the planning, development, 
operations, and maintenance of all computer systems within the NYCHA network.  The NYCHA  
Local Area Network (LAN) provides the connection between all of its computer systems and the 
Internet. 
 
Objectives 
 
 To evaluate whether NYCHA has: 
  

 physical and system security controls and whether they are adequate to safeguard 
NYCHA data from unauthorized access or use; 
 

 computer operations and contingency plans that comply with Comptroller’s Internal 
Control and Accountability Directive 18; and  
 

 an Internet Connectivity Plan that conforms to the Department of Investigation’s 
Citywide Information Security Architecture, Formulation and Enforcement Policies. 

 
Scope and Methodology 
 

We conducted fieldwork between February 2005 and April 2005.  To achieve our audit 
objectives, we interviewed NYCHA officials and reviewed and analyzed system-related 
documentation.  We also conducted walk-throughs at NYCHA work sites at which computer 
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systems were in use at Church Street in Manhattan and at Long Island City in Queens.1  In 
addition, we reviewed and analyzed the following: 
 

• Detailed descriptions of all business functions that rely on NYCHA computer systems;  
 
• Policies and procedures related to computer operations and security; 

  
• NYCHA’s Internet Connectivity Plan to determine whether it conforms to the 

Department of Investigation’s Citywide Information Security Architecture, 
Formulation and Enforcement Policies. 

 
To determine whether NYCHA has adequate controls to identify and eliminate user IDs 

of inactive users, we conducted a computer match of users listed in the NYCHA mainframe and 
network systems to the 12,374 NYCHA employees listed in the New York City Payroll 
Management System as of March 18, 2005.   
 
 To determine whether NYCHA’s list of computer hardware inventory is accurate, we 
randomly chose 25 equipment items on the list of 292 pieces of equipment and observed whether 
that equipment was on hand.  We also checked the accuracy of NYCHA’s list of 120 software 
products by checking whether these products were actually on the mainframe and LAN servers.  
Conversely, we checked the inventory list for completeness by determining whether all actual 
equipment and software products that we observed and identified at the work sites were accounted 
for in the list.2  The results of the above tests while not projected provided a reasonable basis for us 
to assess NYCHA’s controls over computer inventory. 
  

We reviewed Comptroller’s Internal Control and Accountability Directive 18, Guidelines 
for the Management, Protection and Control of Agency Information and Information Processing 
Systems (Directive 18) to assess the Department’s compliance with those standards. 
 

This audit was conducted in accordance with generally accepted government auditing 
standards (GAGAS) and included tests of the records and other auditing procedures considered 
necessary.  This audit was performed in accordance with the audit responsibilities of the City 
Comptroller, as set forth in Chapter 5, §93, of the New York City Charter. 
 
Discussion of Audit Results 
 

The matters covered in this report were discussed with NYCHA officials during and at 
the conclusion of this audit.  A preliminary draft report was sent to NYCHA officials and was 
discussed at an exit conference held on June 13, 2005.  On June 14, 2005, we submitted a draft 
                                                 

1We also inspected NYCHA equipment that was located at the Department of Information Technology and 
Telecommunications (DOITT) in Brooklyn.   

  
2We physically checked all six equipment items at the Long Island City work site and all 25 equipment 
items at DOITT.  In addition, of the 261 items of equipment at the Church Street work site, we physically 
checked 25 randomly selected items. We also determined whether software on both the mainframe and 
LAN servers at Church Street were on the list of software products. 
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report to NYCHA officials with a request for comments.  We received a written response for 
NYCHA officials on June 20, 2005 which describe the steps that have been or will be taken to 
address the report’s recommendations. 
 

The full text of the NYCHA response is included as an addendum to this report. 
 

FINDINGS AND RECOMMENDATIONS 
 
 NYCHA’s computer operations and contingency plans generally comply with 
Comptroller’s Internal Control and Accountability Directive 18.   In addition, NYCHA has an 
Internet Connectivity Plan that conforms to the Department of Investigation’s Citywide 
Information Security Architecture, Formulation and Enforcement Policies.  However, NYCHA 
does not have adequate controls to identify and eliminate the user IDs of inactive users.  In 
addition, there is a lack of written program-change control procedures; computer hardware and 
software items on hand are not annually reconciled with inventory records; and NYCHA’s 
disaster recovery plan does not include its LAN. 
 

These matters are discussed in greater detail below. 
 
Inadequate Security Controls 
 

NYCHA does not have adequate controls to identify and eliminate the user IDs of 
inactive users and individuals who leave City service. Specifically, the list of LAN users is not 
reviewed periodically to ensure that inactive user accounts are deactivated. NYCHA officials 
told us that they are in the process of establishing formal access-control procedures to identify 
and eliminate user IDs for inactive users.  However, until those procedures are finalized and 
implemented, NYCHA’s computer systems are at risk of being accessed by unauthorized users. 
 
 Comptroller’s Directive 18, §8.1.2, states, “Active password management includes . . . 
deactivation of inactive user accounts and accounts for employees whose services have 
terminated.”  However, despite this requirement, NYCHA records indicate that 517 of 1,231 
individuals who were terminated by NYCHA in 2004 still had active user IDs.  Further, our 
match of NYCHA’s mainframe and network systems user lists to PMS records identified 1,672 
additional individuals who had log-on IDs but were not listed in PMS.  NYCHA officials have 
not yet explained why a combined total of 2,189 individuals (1,672 plus 517) with user IDs who 
are not on the City payroll possess active user IDs. 

 
 

 
Recommendations 

 
NYCHA should: 

 
1. Complete and implement procedures for security controls over user accounts. 
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NYCHA’s Response: “An Access Control Policy and eForm Procedures for the User 
account lifecycle from user registration to final access removal is currently in final 
draft form and is expected to be completed during the 2nd Quarter of 2005.  Due to the 
scope of this undertaking, the eForm procedures will be implemented in two phases, 
with an initial removal/suspension of access phase to be followed by request for 
access eForms, both during the 3rd Quarter 2005.” 

 
2. Terminate inactive accounts identified in this audit. 
 

NYCHA’s Response: “The inactive accounts identified in this audit were due to 
several factors and are listed in our response to the next recommendation.  NYCHA is 
in the process of migrating from NT to a Windows 2003 operating system.  During 
this transformation, information from the P1 & P0 Domain will be placed onto the 
NYCHA Domain.  The findings in this recommendation will be reviewed and 
resolved upon completion of this migration during the 4th quarter of 2005.” 

 
3. Investigate the 1,672 individuals who had log-on IDs but were not listed in 

PMS, and terminate those that are invalid. 
 

NYCHA’s Response: “Our analysis revealed the following reasons why 1,672 of the 
7,716 NYCHA LAN users could not be found on the city PMS: 
 
“1. Although a significant number of names were disabled from access to 
applications and the LAN, their records were kept intact for a period of time, in case 
their departments requested them. 

 
“2. Consultants who had LAN access and did not receive a paycheck from the city. 

 
“3. Different combinations of names from the same individual were in the system. 

 
“4. Templates for various entities to facilitate receipt of their emails. (e.g. Housing 
Developments). 

 
“5. Duplicate SMTP names in Outlook.  After our SMTP names were modified in 
Outlook to show the employee’s full name . . ., their old SMTP names were not 
removed . . . due to a request from the NYCHA Law Department, which was 
concerned that a ‘transition period’ was needed to reach us via email at our new 
addresses. 

 
“6. Seasonal employees on the P1 and P0 domains who were not removed. 

 
“To correct this problem, the following steps will be taken: 
 
• The P0 and P1 domains will serve as a bridge until completion of their migration 

to the NYCHA domain during the 4th Quarter of 2005.  Thereafter, all employees 
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will be on the NYCHA domain.  At that time, the remaining anomalies on the 
NYCHA domain will be reviewed and removed, where necessary.   

 
• Although the review and modification of our LAN accounts is an ongoing task, 

the date of completion for the aforementioned items will be by the 4th Quarter 
2005.” 

 
4. Periodically identify and terminate inactive user accounts. 

 
NYCHA’s Response: “The following information is on the newly instituted NYCHA 
eForm used to Terminate/Suspend Access to IT Systems:  
 
‘In accordance with NYCHA Access Control Policy (SP 003:05:1) it is the 
responsibility of Directors/Housing Managers to promptly notify NYCHA IT via THIS 
eForm when computer access should be removed or suspended, whenever an 
employee permanently departs from NYCHA’s employ, is transferred to another 
department, or will be on leave of absence for more than 30 calendar days. This 
eForm will be automatically routed to designated IT systems and application 
custodians for review and action upon submission.’ 
 
“An Access Control Policy and eForm Procedure for the user account lifecycle from 
user registration to final access removal is currently in final draft form and is 
expected to be completed during the 2nd Quarter of 2005.  The eForm procedures will 
be implemented in phases, with an initial removal/suspension of access phase to be 
followed by a request for access eForm during the 3rd Quarter 2005.   The newly 
instituted Access Control Policy and Procedures will enable us to identify and 
terminate the inactive user accounts in a timely and effective manner.” 

 
Lack of Program Change Control Procedures 
 

NYCHA has not established formal written procedures for changing or modifying software 
programs. While NYCHA’s files contain documentation of program changes and their approval, 
there is no documentation to indicate whether changes were ever tested and accepted by the users.  
Without effective procedures to manage program changes, NYCHA risks unauthorized or 
unnecessary changes to its system software.  According to Directive 18, §9.3, “A change control 
policy is necessary to insure that only appropriate, authorized changes are made to application and 
system software.”   

 
NYCHA officials informed us that it has developed draft procedures for making program 

changes. 
 

Recommendation 
 

5. NYCHA should implement written procedures for making changes to computer 
applications and system software.  These procedures should contain documentation 
requirements for user testing and acceptance of software changes.  
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NYCHA’s Response: “NYCHA has written procedures in place for changing or 
modifying software.  These procedures were provided to your staff during the exit 
conference.  
 
Auditor Comment: NYCHA officials provided these procedures to the auditors at 
the exit conference stating that these procedures had been implemented (the 
procedures had a 2005 copyright date). We reviewed these procedures and found 
them to be adequate. 

 
Inventory Lists Not Reconciled Annually 
 

According to NYCHA officials, the authority has not reconciled its hardware and 
software inventory on an annual basis, as required by Comptroller’s Directive 18.  Directive 
§7.6, states, “Physical inventories should, at a minimum, be conducted annually,” and  
“Maintaining an accurate inventory requires that agencies ensure that inventory data is kept 
updated on an ongoing basis by carefully controlling additions, deletions and changes to installed 
equipment.” 
 

Our review of computer hardware verified that NYCHA’s inventory list was complete 
and accurate and that all selected hardware was appropriately labeled with NYCHA 
identification tags.  In addition, our review of software products verified that NYCHA’s software 
list was complete and that all selected products were on hand.  However, annual reconciliations 
are important to ensure that inventory lists are kept up to date. 
 

Recommendation 
 

6. NYCHA should reconcile its inventory of hardware and software on an annual basis, 
as required by Directive 18. 

 
NYCHA’s Response: “To reconcile our inventory of hardware and software annually 
and comply with Directive 18, we are looking at automated web-based Asset 
Management software solutions to provide us with a comprehensive hardware and 
software inventory.  The selected software will enable us to actively track our IT asset 
location, configuration, deployed versions, relationships and historical information.  
We are also seeking to actively track software and hardware usage for reallocation 
and proactively resolve incidents and problems to ensure asset and service 
availability. We project that the selected product will be in service at NYCHA by the 
4th Quarter of 2005.” 

 
Incomplete Disaster Recovery Plan  
 
 Although NYCHA has a formal disaster recovery plan, the plan does not include details 
about recovering data from the LAN.  According to Directive 18, “If the agency operates a local 
area or other network, a network recovery component is a critical element of the business 
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continuation plan.” During the course of our audit work, NYCHA officials provided us with a 
draft of a LAN disaster recovery plan. 
 

Recommendation 
 

7. NYCHA should complete its draft LAN disaster recovery plan and incorporate it into 
the overall agency disaster recovery plan. 

 
NYCHA’s Response: “The LAN Disaster Recover (DR) is a priority project for IT 
and it is being actively tracked by the IT PMO.  The goal of the Disaster Recovery 
Project is to allow a high level of accessibility and availability for the Authority as an 
organization, while maximizing service to the client community and minimizing 
costs.  The Authority is working to develop a site in LIC which will be capable of 
supporting the recovery of our LAN processing capabilities.” 






























