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SUMMARY OF FINDINGS AND CONCLUSIONS

This follow-up audit determined whether the New York City Department of Citywide
Adminigrative Services (DCAS) Office of Management Information Sysems (OMIS)
implemented the recommendations made in a previous audit entitted, Audit Report of the
Department of General Services Office of Management Information Systems
Implementation of Agency-Wide Local Area Network (Audit #7A96-124, issued April 29,
1996). The earlier audit evauated the implementation phase of the agency-wide Loca Area
Network (LAN). In our current audit, we discuss the recommendations we made earlier, as
well as the implementation status of those recommendations.

In our previous audit we made ten recommendations to DCAS (formerly known as the
Department of Generd Services), of which six have been implemented, one has been partidly
implemented, two have not been implemented, and one recommendation is no longer
goplicable.  The details of these recommendations and their implementation status follow.
DCAS should:

1 “Review and comply with al Citywide regulations describing the development
of cost-benefit analysis for new projects, thereby diminating the need to add or
to re-design computer projects. While DGS/OMIS has aimost completed the
implementation of their LAN, collating any exiging cost judtification data would
asss DGSin future LAN modifications.”

NO LONGER APPLICABLE

2. “Secure the LAN room and the enclosed compartment with the following:
. Alarms for smoke and fire.
. A reinforced door to the LAN room.



10.

. A changeable combination lock with an intercom and buzz-in fegture.
. An off-hour motion detection and door break-through intruder arm
preferably wired to the first floor lobby and guard’ s desk.

In addition, we recommend tha DGS/OMIS management comply with
DOISSS #502, ‘ Secured Areas' ; DOISSS #515, ‘ Recommendations for the
Physica Protection of the Computer Personnd and Ingtalations ; and DOISSS
#516, ‘ Smoke Detectors”” IMPLEMENTED

“Develop a comprehensive program for funding, scheduling, and implementing
training programs. This program should cover computer usage and safeguards
by maximizing the value and improving security of this multi-million dollar LAN
investment.” IMPLEMENTED

“Implement a gaffing contingency plan to dleviate possble funding limitations
for exiding per diem gaff.” IMPLEMENTED

“Explore crosstraining posshilities for exiging full-time technical personnd to
off-set any potentid future displacement of daff (full-time and per diem) in
OMIS” IMPLEMENTED

“Evauate continued deployment of per diem saff in context of DOISSS #051
and on a cod-versus-benefit basis as opposed to recruiting full-time staff.”
IMPLEMENTED

“Develop a plan for a more sable staffing arrangement to more fully meet the
tasks of mantaning a multi-million dollar 1,400 user LAN.
IMPLEMENTED

“The Comptroller recommends that OMIS establish formal documentation for

the following:

. Maintenance records (unscheduled system downtime, debugging and
periodic maintenance). Not | mplemented

. LAN configuration (workstation and periphera equipment connection
diagrams with communications geteways detail).” 1 mplemented

Ovedl Status. PARTIALLY IMPLEMENTED

“Develop, gpprove, and implement a Disaster Recovery/Contingency Plan in
accordance with Comptroller’s Directive #18 and the Department of
Investigation’s System Security Standards. This plan should include procedures
for handling sysem emergencies which could occur when the faclity is
undaffed.” NOT IMPLEMENTED

“Test such a Disaster Recovery/Contingency Plan to ensure that it will provide
smooth, rapid, and effective restoration of the LAN sStes functions in the event
of a dissster. We further recommend that any test of such a Disaster



Recovery/Contingency Plan not be announced so that the staff learn how to
function during ared emergency.” NOT IMPLEMENTED

To address the issues that Hill exist, we now recommend that DCAS management
should:

1. Egablish forma documentation that records unanticipated downtime and downtime
for system debugging and periodic maintenance.

2. Develop, approve, and implement a Disaster Recovery Plan in accordance with
Comptroller’s Directive 18.

3. Tes the Disaster Recovery Plan to ensure that it will provide smooth, rapid, and
effective restoration of the LAN sites functionsin the event of adisaster. Any test
of such a Disaster Recovery Plan should not be announced so that the dtaff learn
how to function during an actud emergency.

A new issue, Internet connectivity, was raised during the course of this audit. As part of
the Department of Investigation (DOI) System Security Standards, agencies that plan to provide
agency-wide Internet access must submit a proposad to DOI for approval. According to
records we obtained from DOI, DCASSs Internet Security Plan and Inventory has been
approved.

This audit was conducted in accordance with generdly accepted government auditing
dandards (GAGAS) and included tests of the records and other auditing procedures
considered necessary. This audit was performed in accordance with the City Comptroller's
audit responsihilities as set forth in Chapter 5, 8 93, of the New Y ork City Charter.

Aqgency Response

The matters covered in this report were discussed with officias from DCAS during and
at the conclusion of this audit. A preliminary draft was sent to DCAS and discussed at an exit
conference on May 30, 2002. We submitted a draft report to DCAS on May 30, 2002, with a
request for comments. We received a written response on June 13, 2002. DCAS agreed with
our recommendations to establish forma documentation for unanticipated downtime and for
downtime for system debugging and periodic maintenance, and develop, approve and
implement a Disaster Recovery Plan in accordance with Directive 18. DCAS partidly agreed
with our recommendation to test the Disaster Recovery Plan, stating that a substantia increase
in server capacity would be required to test afull LAN restoration. Nevertheless, DCAS stated
that it will test sever retorations to the extent of its ability.

Thefull text of DCAS s commentsis included as an addendum to this report.



INTRODUCTION

Background

DCAS, formerly known as the Department of General Services, provides a variety of
personnel and administrative support services to City agencies and serves as the City’s centrd
procurement agency. DCAS dso provides municipa maintenance and supply services for City-
owned buildings. In addition, DCAS manages the City’s portfolio of leased properties, and
manages and oversees energy conservation programs. It runs the City Publishing Center, which
publishers the City Record, the Green Book, and other officid City publications.

DCAS s Office of Management Information Systems (OMIS) is primarily responsible
for providing automated information technology services to the agency and for supporting the
hardware and software that comprise the DCAS LAN. The DCAS LAN connects user
workgations throughout the agency and is the agency’s communication gateway from its
divisonsto the Citynet and to Financid Information Services Agency (FISA) applications. The
previous audit focused on the implementation phase of the agency-wide LAN.

Objective, Scope, and M ethodology

This follow-up audit determined whether the ten recommendations contained in a
previous audit, Audit Report of the General Services Office of Management Information
Systems Implementation of Agency-Wide Local Area Network (Audit #7A96-124, issued
April 29, 1996), were implemented.

Audit fieldwork began in April 2002 and ended in May 2002. To meet our objectives,
we:

toured the LAN computer room;
reviewed and analyzed DCAS s Disaster Recovery Plan;

reviewed documentation provided in response to our previous
recommendations,

reviewed Internet security policy and procedures,; and
tested DCAS compliance with Comptroller’s Directive 18.

We used as the audit’'s criterion Comptroller’s Interna Control and Accountability
Directive 18, Guidelines for the Management, Protection and Control of Agency
Information and Information Processing Systems (Directive 18), issued June 29, 1998.

This audit was conducted in accordance with generdly accepted government auditing

gandards (GAGAS) and included tests of the records and other auditing procedures
consdered necessry. This audit was dso peformed in accordance with the City



Comptroller’s audit responghilities as set forth in Chapter 5, § 93, of the New York City
Charter.

Agency Response

The matters covered in this report were discussed with officias from DCAS during and
a the conclusion of thisaudit. A preliminary draft was sent to DCAS and discussed at an exit
conference on May 30, 2002. We submitted a draft report to DCAS on May 30, 2002, with a
request for comments. We received a written response on June 13, 2002. DCAS agreed with
our recommendations to establish forma documentation for unanticipated downtime and for
downtime for sysem debugging and periodic mantenance, and develop, gpprove and
implement a Disaster Recovery Plan in accordance with Directive 18. DCAS partialy agreed
with our recommendation to test the Disaster Recovery Plan, sating that a substantia increase
in server capacity would be required to test afull LAN restoration. Nevertheless, DCAS dtated
that it will test sever restorations to the extent of its ability.

The full text of DCAS s comments is included as an addendum to this report.
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RESULTSOF THISFOLLOW-UP AUDIT

PREVIOUS FINDING: “Lack of cost-benefit analysis prior to implementation.”

Previous Recommendation #1: “Review and comply with dl Citywide regulaions
describing the development of cost-benefit analyss for new projects, thereby diminating
the need to add or to re-design computer projects. While DGSOMIS has amost
completed the implementation of their LAN, collaing any exiging cost judtification data
would asss DGS in future LAN modifications”

Previous Agency Response: “The current OMIS Director believes that a cost-benefit
anayss report was done by the prior MIS gtaff. However, when this adminigtration
assumed control, al records relating to the implementation of the LAN were misplaced
and phase | of the LAN implementation plan was underway. As aresult, we have been
unable to locate the cost-benefit analysis report and a second was not performed.”

Current Status: NO LONGER APPLICABLE

The LAN was fully implemented in 1996. Therefore, the codt-benefit analyss is no
longer anissue. Accordingly, we consder Recommendation #1 no longer gpplicable.

* * k% * % %

PREVIOUS FINDING: “OMIS has not developed forma physical security guiddines for the
LAN site”

Previous Recommendation #2: “Secure the LAN room and the enclosed
compartment [that contains the LAN equipment] with the following:

Alarmsfor smoke and fire.

A reinforced door to the LAN room.

A changeable combination lock with an intercom and buzz-in fegture.
An off-hour motion detection and door bresk-through intruder darm
preferably wired to the first floor lobby and guard's desk.

In addition, we recommend that DGSOMIS management comply with
DOISSS #502, ‘ Secured Areas ; DOISSS #515, ‘ Recommendations for the Physical
Protection of the Computer Personndl and Ingtalations'; and DOISSS #516, ‘ Smoke
Detectors.’”

Previous Agency Response: “While we ae aware that the LAN dte's physcad
Security needs to be upgraded, we have had to prioritize the use of scarce monies. To
address this important issue, we will recommend hiring an expert consultant in physica
security to review dl recommendations for increased security and the corresponding
costs. We will dso investigate the use of the current ASR [Agency Service Requedt]
process to determine the needs of the computer room in both security and fire
detection.”




Current Status: IMPLEMENTED

OMIS has secured the LAN room and the enclosed compartment that contains the
LAN equipment with smoke and fire darms. Further, the main entrance to the LAN room has
an intercom, motion detectors, and a cardkey access syssem. The cardkey access system is
connected to both the OMIS Assgtant Commissioner’s office and the central building security
unit. OMIS has dso inddled a reinforced door that has a changeable combination lock and
key to protect the enclosed compartment. Additiondly, OMIS is currently ingdling a
survelllance camera that will alow the security unit to monitor LAN room activity. Accordingly,
we consder Recommendation #2 implemented.

* * k * % %

PREVIOUS FINDING: “LAN training for usersis inadequate.”

Previous Recommendation #3: “Develop a comprehensve program for funding,
scheduling, and implementing training programs.  This program should cover computer
usage and safeguards by maximizing the vaue and improving security of this multi-million
dollar LAN investment.”

Previous Agency Response: “DGS is in the process of developing an education
recommendation for the entire agency. Smultaneoudy, a private consultant is
conducting a survey of adl DGS users as wdl as Department of Personnd users (in
anticipation of the merger later this year). The survey results will provide us with an
inventory of al software products and the training requirements to effectively use these
products.”

Current Satus: IMPLEMENTED

DCAS now provides its employees with a comprehensive training program that covers
computer use and sysem security, as recommended.  Accordingly, we consder
Recommendation #3 implemented.

* k %k * % %

PREVIOUS FINDING: “OMIS dependency upon per diem workers to provide continued
operations for the LAN site posesarisk to DGS[DCAS)].”

Previous Recommendation #4: “Implement a daffing contingency plan to dleviate
possble funding limitations for existing per diem g&ff.”

Previous Recommendation #5: “Explore crosstraining possihilities for exiging full-
time technicd personnd to off-set any potentiad future disolacement of gaff (full-time
and per diem) in OMIS.”




Previous Recommendation #6: “Evaduate continued deployment of per diem g&ff in
context of DOISSS #051 and on a cost-versus-benefit basis as opposed to recruiting
full-time staff.”

Previous Recommendation #7: “Develop a plan for a more dable daffing
arrangement to more fully meet the tasks of maintaining a multi-million dollar 1,400 user
LAN.”

Previous Agency Response to #4, #5, #6, and #7: “As of this response, OMIS only
has 1 remaining per-diem worker and this contract will expire on June 30, 1996. DGS
has used per-diem employees to train saff in troubleshooting and minor system repair.
Moreover, the DGS helpdesk has reduced the number of per-diem workers from four
to one. We anticipate that dl helpdesk staff will be city employees by July of this year.”

Current Statusto #4, #5, #6, and #7: IMPLEMENTED

OMIS is no longer using per diem employees to operate the LAN. OMIS has
increased its gtaff from 19 to 35 full-time employees for LAN adminigration, help desk, and
aoplication development. OMIS is dso in the process of hiring three additiond full-time
employees for its LAN operations. Accordingly, we consider Recommendations #4, #5, #6,
and #7 implemented.

* k k k * %

PREVIOUS FINDING: “Inadequate documentation for some LAN adminigtrative functions.”

Previous Recommendation #8: “Edablish forma documentation for the following:

. Maintenance records (unscheduled system downtime, debugging and
periodic maintenance). Not | mplemented
. LAN configuration (workstation and periphera equipment connection

diagrams with communications gateways detall).” | mplemented

Previous Agency Response: “We now require al adminigtrative systems saff keep a
problem and system log. The log records dl scheduled and unscheduled down time.
This requirement should alow us to review trends in downtime. We currently contract
with NOVELL to periodicaly review the network to ascertain if it is running a pesk
performance. The last review of the LAN, done in March of this year received an
excdlent rating. The Novel engineer informed us that al sysems were a pesk
efficiency and al software patches were up to date.”

Current Status: PARTIALLY IMPLEMENTED

OMIS now maintains documentation for its LAN configuration. Specificdly, OMIS has
an Internet security design and Ethernet wiring diagram that show the connections between
hubs, switches, routers, and servers. However, OMIS till does not maintain records of system



downtime, system debugging, and periodic maintenance performed on the LAN. Accordingly,
we consder Recommendation #38 partialy implemented.

* * k% * % %

PREVIOUS FINDING: “OMIS does not have a formaly approved Disaster Recovery Plan
for the LAN.”

Previous_Recommendation #9: “Develop, approve, and implement a Disaster
Recovery/Contingency Plan in accordance with Comptroller’s Directive 18 and the
Depatment of Invedtigation's System Security Standards.  This plan should include
procedures for handling sysem emergencies, which could occur when the facility is
ungaffed.”

Previous Recommendation #10: “Test such a Disaster Recovery/Contingency Plan
to ensure that it will provide smooth, rapid, and effective restoration of the LAN sites

functions in the event of a disaster. We further recommend that any test of such a
Disaster Recovery/Contingency Plan not be announced o that the staff learn how to
function during ared emergency.”

Previous Agency Response to #9 and #10: “A true disaster recovery sysem entails
the use of a registered HOT dte configured to your exact LAN specifications. The
DGS does not have nor does it plan to have such an expengve aternative for its LAN.
DGS maintains copies of dl Sysem and Data files a an offdte fadlity. All user
computers are configured to automatically run as sandaone machines should
catastrophes occur. As aresult, DGS business would continue as usud, but without the
adlity to communicate via the LAN usng E-Mall or shared files. All users are
encouraged to maintain backup files on their local computer drives or diskettes in the
event that the Network isincapacitated.”

Current Statusto #9 and #10: NOT IMPLEMENTED

DCAS dill does not have a Disaster Recovery Plan for its LAN operations.
Accordingly, we consider Recommendations #9 and #10 not implemented.

Recommendations

To address the issues that gill exist, we now recommend that DCAS management
should:

1. Egablish forma documentation that records unanticipated downtime and downtime
for system debugging and periodic maintenance.

Agency Response: “We agree.”




2. Develop, approve, and implement a Disaster Recovery Plan in accordance with
Comptroller’s Directive 18.

Agency Response: “We agree. We have briefly discussed our current plan and are
reevauating a number of options for improving the Disaster Recovery Plan. We will
ensure that this Plan is in accordance with Directive 18.”

3. Tedt the Disaster Recovery Plan to ensure that it will provide smooth, rapid, and
effective restoration of the LAN sites functionsin the event of adisaster. Any test
of such a Disaster Recovery Plan should not be announced so that the staff learn
how to function during an actua emergency.

Agency Response: “Partid Agreement. Without a very subgtantid incresse in server
capacity, we believe that it is impossible to test a full LAN restoration. We will test
server restorations to the extent of our ability.”

NEW |ISSUE

A new issue, Internet connectivity, was raised during the course of thisaudit. As part of
the Department of Investigation (DOI) System Security Standards, agencies that plan to provide
agency-wide Internet access must submit a proposa to DOI for approval. According to
records we obtained from DOI, DCASSs Internet Security Plan and Inventory has been
approved.
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